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CBS 
What is CBS 

In CORE banking all bank's branches access data from centralized datacentre in real 
time. Core Banking Solution (CBS) enables Customers to operate their accounts, and 
avail banking services from any branch of the Bank on CBS network, regardless of 
where the customer maintains account. The customer is no more the customer of a 

Thus, CBS is a step towards enhancing 
customer convenience through anywhere and anytime banking. Services are also 
available through multiple channels like ATMs, Internet Banking, Mobile Banking, SMS 
Banking and Branches. 
 

The advantages of CBS are: 

 Core Banking enables the Bank to improve operations, reduce costs, increase 
efficiency and permits integration with various other technologies existing or new 
for better customer service and business, besides providing accurate MIS at any 
given point of time. 

 CBS helps the bank to enable digital banking channels for the customers such as e-
banking, Debit card and mobile banking etc. 

 In addition to the above the benefits to the customer include cash withdrawal and 
deposits at any branch, 24x7 transactions through alternate channels, RTGS /NEFT 
etc. 

 The transactions of the customer reflect immediately on the banks servers and the 
customer can do transactions like withdrawal from any of the bank's branches and 
other channels like ATMs throughout the world. 

 

Key facts about CBS 

 Bank has implemented Finacle as our CBS solution. 
 Finacle is developed by Infosys and first implemented in the year 2003. Oracle 

database is used for storage of data.  
 We are the first Public Sector bank to Complete 100% CBS on 16th March 2008.  
 Bank has implemented two factor authentications for Finacle wherein login is 

provided by User ID and password followed by Biometric authentication of finger 
print. This prevents sharing of password, and unauthorized use of password by 
others. 

 The place where the Data is stored is called the Data 
Data center is located at Powai, Mumbai and is being managed by a team of IBM 
and our Bank People. The disaster recovery (DR) site is located at Bangalore.

 On 13th May 2019 Bank has migrated to Fin 10 successfully. 
 All the branches including our foreign branches, Representative Offices, all the 

Regional offices, Central office are under CBS. 
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 After amalgamation all the branches across the three banks have migrated on same 
CBS platform i.e. Finacle 10.   
 

Key terminologies 
 SOL: SOL is short form of Service Outlet. Each branch is considered as a SOL or 

service outlet.  
 SOL ID: SOL ID is the identification number of the branch (SOL). Each branch is 

identified by 5-digit number which is called SOL ID.  e.g.   64930 
 IBR Code: IBR Code is a unique six-digit code allocated to a branch e.g. 564931. 

SOL ID is derived by removing first and last digit from IBR code and then adding 0 
as the fifth digit. e.g. if IBR code is 564931, Sol id will be 64930 

 IFS Code: Indian Financial System Code  IFS Code is a unique code allotted to a 
branch, used for fund transfer to and from other banks in India. Derived by prefixing 
UBIN0 (zero) to IBR Code. e.g. for IBR code 564931 IFSC will be UBIN0564931. 

 Customer ID (Cust ID) / Customer Identification File (CIF): A unique id allotted to 
each customer of the bank. One customer should have only one Customer 
Identification File (CIF) across all the branches of the bank. 

 Scheme Code - Alphanumeric: Alphanumeric Code allotted to each account 
scheme of the bank, e.g. Savings Bank General (SBGEN), Current Account General 
(CAGEN) etc. 

 Product code: Numeric Code allotted to each account scheme of the bank, e.g. 
Savings Bank General (201), Current Account (101) etc. This code is part of account 
number allotted to the customer. 

 

Overview of Finacle 10 
Finacle 10.x has the following modules which can be selected from drop down list: 

 CRM 
 SVS 
 CORE SERVER 
 CHANGE CREDENTIAL 
 GBM 

 

CRM (Customer Relationship Management): 
 CRM module is for managing CIF (Customer Information File). CIF is where all 

the information about the customer is stored.  
 Customers are classified in two types   

1. Retail  
2. Corporate   

Signature Verification System (SVS): 
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 SVS module is for operations related to the signature capture and management 
in Finacle 10. 
 

Core Server: 
 Core server is where all operations related to transactions, reports and 

inquiries are done. 
 

Change Credentials: 
 Change Credentials is for changing the password by users.  

 

GBM (Government Business Module) 
 GBM module deals with various government schemes like Public Provident Fund, 

Sukanya Samriddhi Yojana, Central Board of Direct Taxes, Atal Pension Yojana, 
Senior Citizen Saving Scheme, Kisan Vikas Patra, RBI Bond and CPPC Pension. 

 
Enhancements in Finacle 10 

 Self-termination of user session (SAC). 
 Interchangeability between different module without Log off. 
 Partial Charge recovery facility is also available. 
 Channel level charge facilities will be available. 
 Interest Proofing  Interest charged details account wise is stored in Finacle 
 Effective control on Finacle menus as per user delegation by dividing existing 

menus into many. 
 Denomination facility when withdrawing and depositing cash. 
 Auto-lien marking in operative account. 
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Some Important Menus/options used in Operations 
 

S. No. Menu 
Name 

Menu Description 

1  CASHCONF  Confirmation of Cash transactions: 
 This menu is introduced to prevent fraudulent cash 

transactions.  
 Cashier has to confirm the transaction before making cash 

payment. 
2  SHRFRPT  Shroff Cash Report: 

 Menu to generate report of Cash transactions of the branch.   
 Report can be generated for Receipts or Payments or for Both.  
 Report can be taken for an individual Employee ID as well. 

3  DWBP  Denomination Wise Balance Position Maintenance: 
 Details of Cash Balance Register maintained manually, are 

captured in the System through this menu.   
 This menu facilitates the branches to give their request for Cash 

Van.   
 Currency Chest and Regional Office can effectively use this 

menu for movement of cash and monitoring Cash holding limit. 
4  EKYC  KYC using Aadhaar number: 

 There are two options for Authentication: Through OTP and 
through Biometric (Fingerprint).  On completing the process, 

 
 Then EKYC menu is invoked and data from UIDAI is populated.  

Remaining data to be updated to create CIF ID.  
5  BSBDOPN  Opening of Basic Savings Bank Deposit Account: 

 This is a workflow menu to open BSBDA and BSBDS accounts.   
 Options are available for opening account for new and existing 

customer.  
 If account is to be opened using EKYC, then the procedure to 

be completed in the EKYC URL using OTP or fingerprint first.
6  AADHAAR   Menu for linking Aadhaar card number of the customer to an 

account number and various inquiry and report. 
7  ASSP   Menu for enrolling Application for Social Security Products such 

as Pradhan Mantri Jeevan Jyoti Bima Yojana (PMJJBY) and 
Pradhan Mantri Suraksha Bima Yojana (PMSBY). 

 Death / Disability claim can also be made using this menu. 
8  CHQBOOK  Indent of personalised cheque book: 

 Menu for raising indent for issuing Personalised Cheque books 
as per written request of the customer.   
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 User has to mention the number of leaves and the place to 
deliver (Branch or Customer). 

9  LCQMM  Loose Cheque Maintenance: 
 Inventory maintenance for Inventory with Prefix Alpha is done 

using this menu for cash withdrawals. 
10  PBPCUST  Passbook Bar Code Mapping: 

 Passbook can be printed at branch as well as at Semi-Automatic 
Self Service Passbook Printer.   

 For this purpose, 15-digit barcode readable by SAPBP machine 
must be linked to the Account Number in Finacle.   

 First time mapping is done through Add option and Modify 
option is used while issuing continuation passbook or changing 
barcode on passbook. 

11  HTDEXT  Extension of Term Deposits: 
 Maturity period of Term Deposit can be extended before 

maturity date, on the request of accountholder(s). 
 Amount can be added & Period / Scheme Code can be changed. 

12  RECCHRG  Recovery of Charges  Event based: 
 Menu for recovering charges for various services provided to 

customer such as Signature attestation, issuance of duplicate 
passbook, etc.   

 Based on the Event ID selected, charges are recovered from the 
account. 

13 Digital 
Authority 
Account - 
809/1000 

 This account is used for pushing of Intersol credits pertaining to 
impersonal or non-customer account.  Intersol transaction is 
permitted only in customer accounts.   

 For credits pertaining to impersonal or non-customer account, 
branches remit the funds to the Digital Authority Account of the 
beneficiary branch/office.   

 Only the Home SOL user can debit and reverse the transaction. 
14  HRTGSV  First Level Verification of High value RTGS /NEFT: 

 This menu provides additional layer of verification for if the 
NEFT/RTGS transaction amount is for more than Rs.5/Rs.10 
lakhs respectively.   

 Once it is verified using this menu, it can be verified through 
HPORDM menu to complete the remittance transaction. 

15  IMPS   IMPS menu facilitates Interbank Mobile Payment Service 
remittance up to Rs.2 lakh per day per account. 

16  ACK15H  Acknowledgement for Form 15 G/H: 
 Senior Citizens / Others submit this form to exempt them from 

collection of TDS on the interest income earned.   
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 FORM15 menu generates this form for a CIF ID.  This has to be 
updated in the CRM Module.   

 Then ACK15H menu is run to generate acknowledgement for 
having updated Form 15 G/H in Finacle and handed over to the 
Customer. 

17  FORM60  Entry of FORM60: 
 If customer has not submitted PAN number, he/she cannot 

carry out cash deposit transaction of Rs.50,000 and above 
(aggregate is more than 2.5 lakhs/year) during a day.   

 Customer has to submit Form 60 and the details are captured 
in this menu.  System generates a Reference number and this 
number has to be updated in HTM menu Remarks1 field.  Then 
only, System will allow User to post the transaction. 

18  GSTTDS  Menu for Vendor Payment: 
 Provision for adding Vendor Master is available  Vendor may be 

having GSTIN or PAN.  NOPAN to be selected if Vendor has none 
of these registration numbers.   

 While making vendor payment, user has to select the 
appropriate Goods/Service rate, TDS Section & Percentage and 
bill details.   

 Transaction will be created debiting the given Expenditure 
account and crediting Vendor account and the same is to be 
verified through HTM menu. 

19  GSTMM  Maintenance of GSTIN of Customer: 
 For claiming Input Tax Credit by customers, invoice issued by 

Bank should have GSTIN of customers.   
 GSTIN details of the customer are to be updated using Finacle 

menu GSTMM.  
 Option No.9 of GSTMM menu will generate report of all 

Customer IDs / Accounts whose GSTIN has been entered in 
Finacle 

20  SMSREG  SMS Alert Registration: 
 This menu is used to register an account for SMS alert.   
 Option for disable / enable are also available.  
 Modify option can used for changing threshold for 

debits/credits, SMS Language, etc. 
21  DCARD  Debit Card indent and issue: 

 Menu for issuing ready kit Debit card to customers [E].   
 Provision is there for requesting Personalized debit card [P] and 

for indenting Ready kits [J]. 
22  RDCARD  Realtime activation of Debit Cards: 
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 System is in place for immediate activation of debit card on 
issuance of the same.   

 In case of failure, RDCARD menu can be used to activate debit 
card. 

23  DCBM  Debit Card Block Maintenance: 
 Debit Card can be blocked through Call Centre IVRS / SMS 

valued added services.   
 Blocking of debit card can be done at branch using menu DCBM.  
 Provision to allow / disable ATM or POS transaction for Domestic 

or International use are also available. 
24  CCARD  Credit Card menu: 

 CCARD menu is used for issuing new Credit Card by entering 
application details. 

 Option for PIN Change and for Credit Card Payment [Z] by 
Cardholders are available. 

25  POS  POS Leads maintenance: 
 Menu to forward leads to POS team at DBD, Central office.   
 Details of the customer along with merchant turnover, MDR, etc 

are to be furnished. 
26  ATMCLAIM   Menu for lodging customer claims pertaining to failed 

transactions done through ATM and POS machines, IMPS, UPI 
and AEPS. 

27  FASTAG   Menu for indenting and acknowledging FASTAG.  
 Menu also has option for issuance and top-up. 

28  OLACOPN   
Corporate website.   

 On receipt of the Printed Account opening form along with KYC 
Documents and photo, account can be opened in Finacle using 
OLACOPN menu.  

29  FOAAC   This is a workflow menu to Opening of Monthly Plus / RD Flexi 
account.   

 Details such as CIF ID, Core Deposit amount, period, Nominee 
details (if Yes), Standing Instructions required or not are 
provided.   

 On verification, system creates new account number, 
transaction and SI (if asked for). 

30  SVSUPLD   Signature and mandate to operate the account are obtained for 
every account.  This is scanned using SIGNCAP software and the 
*.TIF file is uploaded using menu SVSUPLD.   

 Bulk upload of signature is possible using this menu. 
 However, signature has to be verified individually for each 

account in SVS Module  Maintain Signature and Photographs. 
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31  STATINV   Menu for Indenting Stationery  Secured and Non-Secured items. 
 It also allows for Inquiry and acknowledging. 

32  OFFI   Menu to maintain item-wise details of Office Furniture & 
Fixtures.  Should tally with the respective Finacle account. 

 Options are available to Add, Transfer, Dispose and Write-off 
OFF items. 

33 SUNREF   Entries older than 2 years are frozen by System.   
 SUNREF menu is used to request for lifting the same and allow 

reversal of Old Sundry Deposit & Bills Payable entries.   
 Once it is approved through this menu by RO, that particular 

entry can be reversed using HTM menu. 
34  SUSPTM   Menu for seeking Permission for Suspense account transaction.   

 Permission is given by the RO. 
 Transaction can be created for approved records. 

35  DFM   Credit balance in any account remaining unclaimed or 
inoperative for 10 years or more are to be transferred to DEAF 
account with RBI.   

 However, on receipt of the claim from the customer, amount is 
refunded using menu DFM - DEAF Fund Management.   

 On verification, amount transferred to RBI along with 
applicable interest will be paid to be customer. 

36  FORM15  System generated auto filled form is generated.  Get it signed 
by customer after completely filling the same. 

37  LKCM   LKCM menu is for Locker maintenance.   
 Options are available for Issuance, Maintenance & Surrender of 

Lockers. 
38  MS   Useful menu for searching Menus by giving a string value. 

 Search can be based on Menu Name or Menu Description. 
39  HCSOLOP   Menu for Closing SOL Operations (day end).   

 Before running this menu, user has to rectify all the errors in 
day end checks (generated using menu RCSOLOP).  

40 DEPCUST  Statement of all the deposit accounts of the customer can be    
generated by using menu option [Open or Closed accounts] 

 Separate choice is available for Resident Indian Customer and 
for NRE Customer / FCNR type account. 

41 HCUACC  Getting details of all the accounts of the customer as per CIF ID 
across the bank with details like balance, relationship and 
scheme code.   
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Finacle Related Questions 
 

S. No. Question & Answer 
1 In case of modification of a CIF ID of STAFF, officials belonging to which 

GROUP can do verification in CRM Module? 
 
Ans: CIF HRMD 

2 What should be the Preferred Contact No. Type while capturing Mobile 
Number for receiving SMS & OTP alerts?   
 
Ans: Mobile Phone 1 

3 Which of the following address is mandatory for the Corporate customers? 
 
Ans: Registered Address 

4 To find all Collateral IDs linked to Account / Limit Node, __________menu 
can be used? 
 
Ans: HCLL 

5 Menu to inquire about the Overdue position (Overdue - Non-Interest and 
Overdue - Interest) in a Term Loan account 
 
Ans: HLAOPI 

6 Menu to inquire Temporary Overdraft of an account 
 
Ans: HACTODI 

7 Which menu is used mandatorily before closure of a loan account? 
 
Ans: HPAYOFF 

8 Menu HLRPSI - Loan Repayment Schedule shows Schedule No. as 6.  User wants 
to know the previous Repayment Schedules.  Which menu will provide details 
of all Repayment Schedules? 
 
Ans: HLARA 

9 Menu to view the Asset classification of a SINGLE Account? 
 
Ans: HASSET 

10 Menu to list the Term Deposits accounts with details of deposit, interest and 
tax belonging to a customer. 
 
Ans: HCUTD 

11 What is the menu to be used for Bank Guarantee maintenance? 
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Ans: OGM 

12 Menu for generating interest report for accounts 
 
Ans: HAINTRPT 

13 Menu to inquire Account number for a Cheque 
 
Ans: HINQACHQ 

14 What is CIF 
 
Ans: CUSTOMER INFORMATION FILE 

15 What are the types of Standing Instructions available? 
 
Ans: Fixed & Variable 

16 Drawing Power will be derived only when the collateral is linked to the 
Account as________ Security 
 
Ans: Primary 

17 Which of the following menu option is used to check unutilized limit of the 
customer 
 
Ans: HCULI 

18 Linking of Collateral can be done through __________menu 
 
Ans: HSCLM 

19 To find Collateral IDs linked to account/limit node, __________menu can be 
used 
 
Ans: HCLL 

20 To list accounts of a CUSTOMER along with Asset classification, _______ menu 
can be used 
 
Ans: ICACD 

21 You want to a report with details of Term deposits which are Overdue or 
Opened between a range of dates or Closed between a range of dates or for 
a range of value, etc. of your branch.  Which menu will you use? 
 
Ans: HACDET 

22 Menu to generate account wise list of Stock / Book debt Statements which 
are not received? 
 
Ans: STKSTMT 

23 Menu to generate Balancing Report - Bills Purchased 
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Ans: HBRBPR 

24 Entries in Sundry or DDs issued outstanding for more than 2 years are frozen 
and requires authorization from Regional Office for reversal.  Which menu is 
used to make these old entries available for reversal/DD cancellation? 
 
Ans:  SUNREF 

25 Menu to generate entry-wise details of Sundry Deposit: Miscellaneous account 
 
Ans: HMSGOIRP 

26 Menu to generate a report on Balance Sheet, Key Figures, Income & 
Expenditure a/c 
 
Ans: HGR1 

27 GSTIN of a firm can be captured in Finacle by menu_________ 
 
Ans: GSTMM 

28 Apportioned amount is Loan against Deposit refers to ______? 
 
Ans: Amount on which lendable amount will be calculated after adjusting the 
margin 

29 Which menu is invoked to unlink collateral from a loan account 
 
Ans: HSCLM 
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Digital Banking  Self Service Machines 
 
ATM 
ATM facilitates own Bank and other Bank cardholders to a great extent and provides 
any time banking including non-cash transactions such as balance enquiry, mini-
statement etc., beyond business hours  
 Offsite ATM is considered as an extended arm of the branch and attracts not only 

customers but also non-customers. Off-site ATMs at vantage points enhance 
visibility for the bank. It also provides convenience to our customers residing far 
off from the branch. 

 ATM screens can be utilized for publicity by displaying retail products which will 
help cross selling and customer education/awareness. 

 

Facilities provided by ATM  

Following facilities are provided through ATMs:  
1. Cash Deposit/Withdrawals.  
2. Green PIN generation and Personal Identification Number (PIN) change.  
3. Mini Statement of accounts. 
4. Balance enquiry of accounts. 
5. Interbank Fund transfer. 
6. Card to Card Transfer. 
7. Requisition of Cheque books. 
8. Utility Payments. 
9. Aadhaar seeding in accounts. 
10. PMJDY  Overdraft application. 
11. Lead generation of retail loans and SB account. 
12. Debit Card Control. 

 

Types / Classification of ATM 

 On Site ATM: ATM installed in the branch premises or within a distance of 500 
meters from the branch. 

 Off Site ATM: ATM Installed / located at a place other than Branches/offices and 
extension counters beyond 500 meters with a separate network. 

 Mobile ATM: It can be moved from location to location. This type of ATM is meant 
to be moved from location to location where several customer points exist. They 
can also be deployed in special events for which ATM service is only needed 
temporarily. 

 ATM can be classified as Metro, Urban, Semi Urban & Rural: ATM classification is 
on same line as Branch Classification according to population as per 2011 census. 
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 Capex Model: ATM is owned by the Bank and site is developed and maintained by 
the Bank  

 Opex Model (also known as End to End (E2E)/ Brown label ATM): ATM is owned 
by the outsourced vendor and site is also developed and maintained by the vendor. 
Bank provides cash and shares own network for E2E ATMs 

 White Label ATM: ATMs setup, owned and operated by non-banks are called White 
Label ATMs (WLA). In WLA, logo displayed on ATM machine and in ATM premises 
pertain to WLA Operator. 

 
Economics 

Bank earns revenue if Card Holder of other bank uses our ATM. 

To make the ATM economically viable endeavour should be to generate 100 plus hits 
per day within 6 months of installation. 

 
 
 
ATM and Site Maintenance:  

 Capex Model (Bank owned) ATMs are maintained by the Managed Services Vendors 
(MS vendors) and Opex model (owned by vendor) ATMs are maintained by the 
respective vendors 

 ATM site has to be maintained neat, tidy and properly illuminated. Monitoring of 
ATMs, upkeep of sites is the primarily responsibility of the link branch and Regional 
Office 

 ATMs should be adequately insured for comprehensive risk by Regional Office 

 
Cash Replenishment  

 ATMs at Onsite locations, Cash replenishment is done by the respective branch 
custodians and FLM will be done by MS vendor & branch custodian. 

 Cash at off-site ATM will be replenished by outsourcing agencies as per type of 
ATM. 

 Currency chest / Branch should ensure only ATM fit notes are replenished in ATM. 

 
Terminologies 

 ONUS Transaction: A transaction carried out at an ATM of the card Issuing bank. 
 Issuer Transaction: A transaction carried out by our bank card holder in other 

 
 Acquirer Transaction: 

ATM. 
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Free transactions (Financial/Non-financial) per month  

Saving Account (Excluding BSBD Accounts) 
 8 financial transactions per month are free in Union Bank of India ATM for Classic 

and Platinum cards and 20 for Signature debit card. 
 3 Transaction per month comprising both financial and non-financial transactions 

are free at Metro centres and 5 at non-
own ATM. 

 Cumulative free transactions remain will remain same even if more than one 
account is linked to a debit card. 

 
Current Accounts 
 20 financial transactions per month are free in Union Bank ATM for business debit 

card holders. 
 . 
 The type of transactions to be considered for usage charges will be based on the 

stipulations by RBI from time to time. 
 

ATM related menus in Finacle 

 ATMREP (ATM Cash Replenishment Maintenance): Gives recommendation for 
cash to be loaded. ATM Cash Recommendation for today and next working day. 

 ATMREC (ATM Cash Verification Report): Entry of cash details as and when cash 
is loaded in ATM and reports etc. 

 ATMCLAIM: To enter customer claims/disputes related to ATM/POS/ 
CRM/IMPS/UPI/AEPS transactions done by our customer. 

 ACSS: This menu is used for ATM Claim Settlement of Other Bank Customer.  

Security measures for ATM 

 Onsite ATMs to be connected to branch alarm system by tamper-proof magnetic 
switch fitted. Additional smoke sensor/Heat Sensor/Flame sensor can also be 
installed. 

 Off-site ATMs should be installed with a tamper-proof electronic alarm with night 
mode facility & facility to connect five sensors i.e. Magnetic sensor on outer cover 
door, a pressure switch below the ATM, a vibration sensor to detect hammering, a 
heat sensor to detect use of oxy-acetylene torch and a magnetic sensor inside the 
back door. An additional smoke sensor/Heat Sensor/Flame sensor can also be 
installed. 

 All vulnerable ATMs shall be deployed with security guards. 
 All ATMs to be grouted to the ground and ATM lobby to be provided with a rolling 

shutter having both top and bottom lock. 
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Recycler 
 

Recyclers 

 Cash Recycler Machines (CRM) / Bunch Note acceptors (BNAs) have been deployed 
by bank. BNAs/CRM can be used for deposit and withdrawal of cash.  

 Various security features like Serial number capturing, fake note impounding, 
camera etc. is present. 

 Bank introduced recyclers of two companies Hitachi and Oki. 
 Recyclers accept the currency notes, verify and instantly credits the amount in the 

customer account.  
 Recyclers accepts different currency denominations as per the setting. The 

number of notes accepted in a single transaction is up to 200. 
 Customers of other banks participating under NFS (National Financial Switch) can 

deposit money in their account. 
 Union Bank of India is the first bank to introduce Interoperable Cash Deposit . 
 Recyclers enable our bank customers to deposit and withdraw cash 
 Recyclers accept the currency notes, verify and instantly credits the amount in the 

customer account  
 Recyclers accepts different currency denominations as per the setting 
 Quick cash deposit allows customers of our bank to deposit instantly cash in their 

accounts without the need of Debit Card or PIN just by using the 15-digit Account 
Number 

 Customers of other banks participating under NFS (National Financial Switch) can 

Debit/ATM card and PIN at our Cash Recycler 

Benefits to Bank: 

 Reduced Costs  
 Less Footfall in the Branch for Cash related transactions.  
 Improved Security from Fake Currencies.  
 Enhanced Control of Cash Balances.  

Benefits for Customer:  

 Real time Credit to Account. 
 Anytime Deposit. 
 Reduced Time to visit a branch to deposit Amount. 
 Other Services like PIN Generate/Change, Mini Statement, Cash Withdrawal etc.  
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Security Features 

 Serial number capturing: Most of the Recyclers deployed have the capability of 
capturing the serial number on currency notes. This is particularly useful in case 
of identifying the depositor in case of 'Fake Notes' or in case of any dispute. 

 Fake Note Impounding: In case any 'Fake Note' is identified by the machine, the 
machine has the capability to capture such note. 

 Camera: As additional security and fraud prevention, cameras have been installed 
on the machines which help in capturing images of the depositor. The cameras are 
capable of capturing the depositor's facial image and the hand movements at the 
cash tray. 

 Secure: Cash once deposited into the CDM is deposited into designated cassette 
and locked. There is no access to the cash inside the machine to anyone except 
for the authorized official. 

 Machine Capacity: The capacity of each cassette used for depositing cash is 2000 
notes. Recyclers have 4 cassettes per machine. 

 Counting Speed: The average time taken by Recyclers to count is 8 notes per 
second. 

 Escrow Mode: In an Escrow mode, the Recyclers post verifying the notes displays 
the summary of the total number and value of notes deposited and only post 
customer confirmation, deposits the same in the relevant slot. 
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SAPBP - (Semi-Automatic Pass Book Printer) 
 

SAPBP  Semi Automatic Passbook Printer 

 Barcode based SAPBP are provided by bank and installed in branches / ATM Lobby 
/ E-Lobby.  

 The customer can print their own passbooks in the SAPBP without asking for the 
printing facility through branch staff at the counters. 

 Saves time and effort of the branch staff. 
 This facility can be used even after branch hours if the SAPBP is in E-Lobby. 
 Provides better customer service and improves customer satisfaction. 
 Passbooks can be printed at the SAPBP as well at the branch passbook printer. 
 Barcodes can be issued for inter-sol customers also. 
 Branch maps the barcode to account in Finacle using Menu-PBPCUST and fixes the 

barcode at back cover of the passbook. 
 

Barcode Inventory 

 Branch needs to maintain an inventory of barcodes as per usage. 
 Initially branches are provided with 5000 barcodes with the machine, subsequent 

indent for barcodes can be placed using STATINV menu in Finacle. 
 Barcode is under Non-secured Items with Stationary item code as 250. 
 Minimum orderable unit is 2000 barcodes. 
 Barcodes are supplied by vendors. 

 

How it works 

 Branch maps the barcode to account in Finacle using Menu  PBPCUST. 
 This menu does not require verification. 
 PBPCUST menu has 5 Choices ADD/MODIFY/INQUIRE/DELETE/REPORT. 
 Branch fixes the barcode at back cover of the passbook. 
 Customer inserts the barcode passbook in SAPBP. SAPBP machine reads the 

barcode on the passbook and send the barcode details to Finacle. 
 Finacle fetches the account details and the last print details. This is followed by 

another message to Finacle requesting for transaction details to be printed. 
 Once the details are made available to SAPBP, the same is printed on the passbook. 
 Upon successful printing, SAPBP sends an acknowledgement message to Finacle 

confirming the successful printing, which enables the Finacle to update the core 
database with the current printing details. 
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U -  
 

 Unio - self-service machines which provide 
the customers comfort to fulfill his various banking needs. 

 Depending upon the customer needs various self-service machines may be installed 
like ATM, Recyclers, Semi-Automatic Passbook Printer (SAPBP), Cheque Deposit 
Machine (CDM) and Sikka Dispenser. 

 Customer is able to do basic banking functions of deposit/withdraw money and 
print passbook and various other features available through self-service machines.  

 E-lobby improves customer satisfaction as most common function can be 
performed by the customer as per his convenient time and even on holidays. 

 E-lobby also provides opportunity in advertising bank products, using acrylic 
sandwich boards, pamphlets and also on the screens of various machines. 

 It also helps in enhancing brand image & visibility of the bank. 
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Digital Banking  Merchant Based Products 
 

Point of Sale (POS) 
 
The Documents required from Merchants for installation of POS 

 Merchant Enrollment form: The application form must be completely filled with 
all supporting document and signature of authorized signatory with stamp.  

 Agreement: Merchant agreement must be signed by the merchant. All pages must 
be signed. 

 KYC document: KYC documents will be collected from merchant, adhered to KYC 
norms laid down for current account opening for that merchant (like Identity 
proof, address proof, turnover, document relation to entity registration, if 
applicable, board resolution or mandate from entity). 

 In addition to that the applicant have to submit the turnover document of last year 
. 

 

Types of POS Machine 

 GPRS Wireless: An advanced movable POS Model Communication using GPRS. It 
is Most popular & widely used by merchants. 

 GPRS Wireless Touch screen Terminal with paper Charge slip: An advanced 
movable POS Model having touch screen and contactless feature with paper 
charges slip. Using GPRS service for communication. 

 GPRS Wireless Touch Screen Terminal with e-Charge slip: Another advanced 
movable POS Model having touch screen and contactless feature with e-Charge 
slip Communication using GPRS. 

 Non-GPRS POS (wired/PSTN): Regular POS Model requires a telephone line to 
connect to network. Works on Dial Up connectivity with outgoing calls facility. 

 M POS (Mobile POS): Advanced POS Model. A combination of mobile based 
application having internet connectivity and an external card reading device. 

 PC POS: POS tomized 
billing application. Usually requested by Corporate clients. 
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Installation of Point of Sale  

Our bank has made tie-up with external service provider for installation of POS at 
 

 After completion of application process & agreement signing, Branch request 
for installation of POS  

 Enter details, select merchant turnover, type of terminal required, monthly 
service fee etc. and click Submit 

 Installation request will be downloaded from Finacle by Digital Banking Dept. 
on daily basis and after approval forwards the lead to the service provider 

 

process within TAT as given on screen. The TAT of complain resolution is also 
given on screen. 

 

Merchant 
Location 

Terminal Installation 
TAT (In days) 

Complain resolution 
TAT (In Hrs.) 

Metro 4-5 48 Hrs. 

Urban 5-6 48 Hrs. 

Semi-Urban 6-7 48 hrs-96 Hrs. 

Rural 7-8 72 hrs-96 Hrs. 

 

 

Two model are introduced for service charges 
 

Model - 1 

a. Available to retail merchants on basis of transaction volume  
b. Available to retail merchant with up to 50 terminals, where no 

concession granted, for PSTN and GPRS wireless terminal. 
c. Higher transaction volume lowers the charge. 
d. Zero rental for transaction volume above Rs.8.00 lakhs per month 
e. Charges as per model 2 in the month of installation and deinstallation. 

 

Model - 2  

f. Available to all retail & corporate merchants. 
g. Merchant is levied standard service charges on rental. 
h. A retail merchant must opt for one of the models at the time of making 

application for Point of Sale. 



Promotion Study Material - Clerk to Officer 

 

22 
 

De-Installation of POS 

The de-installation request must be submitted by the merchant through a Merchant 
request letter with Merchant Identification no (MID)/ Terminal Identification (TID) / 
de-installation address and contact number of the person (for terminal collection) 
mentioned on it, to the concerned branch. 
 Branch must forward the application with recommendation to RO/Digital Banking 

Dept. under branch stamp & signature. 
 The POS terminal is de-activated from the back end and engineer is arranged to 

visit the location for collection of the terminal at the merchant's business 
establishment. 

 In case of any damages to the POS terminal or if the POS terminal is lost, then in 
such cases the Merchant need to pay charges as per Market rate and as advised by 
central office. 

 As a standard practice, if the merchant defaults in paying the monthly service fee 
for two consecutive months, the terminal would be de-activated and de-installed 
without any further intimation. 

 TAT for de-installation Metro - 2-3 days, Urban - 3-4 days, Semi-Urban - 4-5 days, 
Rural - 5-7 days. 
 

Settlement of Transaction 

At the end of the day, the POS merchant run the payment settlement of each and 
every terminal. Once the payment settlement is done by merchant, he receives the 
credit on T+1 basis. 
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BHARAT QR 
 

Features of Bharat QR 

 Simple method of receiving payments from consumer against sale of goods/ 
services. 

 Person to Merchant (P2M) mobile payment solution. 
 Consumers can just scan QR code & pay through either Debit card linked to his/her 

account or UPI/ BHIM application. 
 

Procedure on Bharat QR 4.0 Merchant On-boarding  

The process is on board merchants under Bharat QR 4.0 is as follows: 
 A merchant has to apply -01250-2018 

 
 Bharat QR can be availed by individual/Proprietor/Corporate customers. Here 

multiple Terminal IDs (TIDs) can be assigned to a Single Merchant under Single 
Merchant ID (MID) with facility of receiving separate statements by the merchant 
for each individual TID. 

 An agreement must be executed by the merchant and acknowledging the terms 
and conditions. 

 Both the application and the agreement must be kept safely by the Branch. 
 Branches shall forward the Bharat QR 4.0 lead in excel format i.e. Annexure - B 

(IC-01250-2018) to pgpos@unionbankofindia.com along with KYC documents of the 
merchant. 

 After risk assessment by the vendor, the application may either be 
approved/rejected. Once the merchant is approved, the merchant will be on 
boarded for Bharat QR 4.0 

 Once the leads are approved, the merchant shall receive on SMS with a link to 
download Bharat QR 4.0 mobile application. 

 A printed poster of unique QR code for the merchant shall dispatched on a 
 

 The poster also contains of Merchant ID (MID), Terminal ID (TID), UPI-VPA (Virtual 
Payment Address) & Merchant Helpdesk contact number. 

 

Types of QR 

Static QR: Consumer scans the QR code and enters the amount manually (same QR 
code for a merchant) 

Dynamic QR: QR code gets generated with service amount. Consumer just scans and 
submit for payment. (Different QR code generated by Bharat QR App for each 
transaction) 
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Settlement  

The settlement of transactions to merchant account will be done on T+1 working day 
 

Charges for Merchant: 

One-time cost of Rs 150/- per TID 

Recurring charge of Rs 30/- per TID per month 
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BHIM Aadhaar 
BHIM Aadhaar Pay was launched by Government of India on 14th April 2017 with an 
aim to provide ease of payment acceptance mode to merchants.  

Merchants can use BHIM Aadhaar Pay to receive payments from their customers who 
have Aadhaar linked bank accounts. 

BHIM Aadhaar pay is a combination of software and hardware devices, which allows 
Merchants to accept payment of goods and services from their customers through 
Aadhaar based Biometric authentication. 

Requirements for BHIM Aadhaar Enrolment Process 

 Merchant should have smart mobile phone having OS android 5.0 or above 
 KYC compliance of current account with branch. 
 

 
 Customer should have bank account seeded with his/her Aadhaar number. 

 

BHIM Aadhaar Merchant Registration 

-
Play Store. The merchant needs to register using SIGN UP option. All required details 
need to be filled e.g. Aadhaar No., Account No., Mobile No, Address, GSTIN, PAN, 
Address, branch, User ID and Password. After filling the information, the application 
can be submitted using REGISTER. 

Sign In" page. 

Verification of application at Branch 

The branch will then obtain filled Application form, Aadhaar Pay Agreement duly 
signed by the merchant & other documents and will keep them safely for future 
reference. After getting the required documents branch will open iPAY portal. The 
merchant details can be fetched using any of the available criteria and verification to 
be done and device is provided to merchant. Merchant has to complete the 
registration on app after that. 

Transactions and Report 

After installation and registration is complete for the merchant, he can login using 
either Biometric Sign in or User ID and password.

Once the Merchant is successfully logged in, the following options will be displayed: 
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 Aadhaar Pay 
 Transaction Report 
 Log Out 

 

Transaction using Aadhaar Pay 

Merchant has to go to Aadhaar Pay option. He has to either scan the QR or enter the 
Aadhaar number of the customer. 

Transaction can be initiated by a customer using valid Aadhaar number. The merchant 
has to select the customer's bank, customer's mobile number and amount of payment 
due from the customer. Then Click on 'Submit' button.  

After pressing proceed, light of biometric will glow. Capture the customer's finger 
print on the biometric device attached to the mobile device. Upon successful 
authentication of biometrics from UIDAI, "Transaction Summary" receipt will be 

 

After a successful transaction, customer's transaction details are displayed  

Transaction Report 

This option will provide the complete transaction details carried out for this particular 
Merchant.  

Transaction Limit & Settlement 

 Limit on value of transaction: The maximum amount per transaction per day is Rs. 
10,000/- 

 The maximum number of transactions per consumer is 3 per day.  
 A customer can avail either the limit of maximum amount of Rs. 10,000/- or 

maximum three transactions whichever is earlier in a day.  
 Settlement is done on Real time basis and merchant account gets credited 

immediately.  
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Digital Banking  Cards 
 

Debit Card 
 

Salient Features of Debit Card 

 Card Number: It is a 16-  

 Valid thru Date: It is in MM/YY format. The cards are valid till the last day of 
the month. Debit cards are issued with 5 years or 7 years validity 

 EMV (Euro Mastercard Visa) Chip: Important information regarding the debit 
card is stored in chip format. It improves security against fraud, as cloning of 
such cards are not possible 

 PIN (Personal Identification Number): PIN is a 4-digit numeric password for use 
at the ATM and POS. As dispatch of physical PIN by default has been 
discontinued, the customer has to generate Green Pin through Union Bank ATM. 
However, physical PIN can be requested using ATMPIN menu in Finacle on 
customer request 

 CVV Value: - It is the 3-digit number printed on the reverse of the card. As a 
security measure Customers are advised to memorize it and obliterate it from 
card. 

Customer/Account eligible for Debit card:  

 All customers having SB account or Current account in individual name or joint 

 
 All existing debit card holders for renewal of debit card after its expiry. 
 Proprietary Current accounts in personal names of Proprietor. 
 SB/CD accounts of NRIs and add-on cards to Power of Attorney holders of NRI 

accounts. 
 Staff OD accounts.  
 Account holders under SBGEN, SBPEN, SBZER, BSBDA, BSBDS, USSA-1, USSA-2, 

USSA-3, SBNFD, SBHNI, SBPRE, UDSA, CDGEN, UCCA-1, UCCA-2, UMDCA, CCFFD 
 No frills accounts / Small accounts, Special schemes. 
 Persons with disabilities including blind persons. 
 Savings cum CCAGR account holders. 
 Minor accounts where independent operations are allowed. 
 Partnership Current account and HUF saving and current accounts. 
 LLP/Pvt. Limited companies as per board resolution. 
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Customer/Account not eligible for Debit card   

 Insolvent persons, firms & companies. 
 Public Limited Companies. 
 Dormant Accounts. 
 Trust accounts, Loan account, Cash-Credit accounts. 
 Accounts opened in the name of clubs, societies, Government and Quasi-

Government departments. 
 

Issuance of Debit Card 

 DCARD Menu in Finacle is used for entering the request for the card. 
 Customer with full KYC can apply debit card through online portal. 
 Bank will provide the facility of instant issuance of debit card through Kiosk 

machine. 

 

Multiple account access 

 3 accounts pertaining to schemes SBA, CDA, OD-STF, CCAGR having same 
customer ID can be linked to each debit card for cash withdrawal purpose. 
However, for POS and e-commerce transactions or merchant payments, only 
primary accounts can be accessed. 
 

Debit Card Variants 

 Bank is issuing Debit Cards on VISA, MASTER and RuPay networks in different 
variant. Presently bank is having 34 different variants of Debit card as per 
Annex-III of IC 02666-2021.  

 

Contactless Payment 

 All contactless/Tap & Pay cards can be used for making payments without 
entering PIN at NFC enabled POS up to 5,000/- per transaction with maximum 
of 15,000/- per day. 

 Maximum number of contactless payments allowed per day is 5. 
 

Debit Card Limit 

 It can be fixed in line with business needs, card association requirement and 
RBI guidelines. 

 In case of exigencies the card limit can be enhanced temporarily for POS/e-
Commerce with prior approval of GM-DBD and the maximum limit enhancement 
to be permitted can be 2,00,000/- per day. These exigencies are:  

 Payment of medical expenses 
 Payment of fees for educational purpose 
 Government/statutory payments 
 Customer going to foreign country 
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Insurance Coverage  

 Accidental death insurance of Rs.2 lacs for primary card holder & Rs. 1 Lac for 
Add-on card holder is available. 

 In some case insurance cover for more than 2 lakhs may be offered, depending 
upon the business requirement to the primary card holder, which shall be 
approved jointly by DBD and CRBD. 

 The air accidental insurance shall be given to Platinum card ( 5.00 lakhs) and 
Signature card ( 50.00 lakhs). 

 In addition to the above NPCI is providing additional insurance cover of 2 lakhs 
for Rupay Platinum Cardholders, 1 lakh for old PMJDY account holders opened 
account prior to 28.08.2018 and  2 lakhs for new PMJDY accounts opened after 
28.08.2018. 

 Debit Card should be in active status and has been used at least once in last 90 
days. 
 

Business Debit card to Current account holder  

 Business debit cards to Individuals, Proprietorship /Partnership/ HUF/LLP/Pvt. 
Ltd. Companies current account holders. 

 Minimum balance requirements as per the current account scheme of the bank. 
 

Schedule Charges 

 Issuance Fee: Debit cards will be issued free and there is no joining fee. 
 The annual charges are waived in Staff/Retired Staff/BSBDS/BSBDA and CCAGR 

accounts up to 3 lakh limit and those account holders who make 40 POS/E-
commerce transactions per annum in previous year. 
 

Schedule of Service Charges  

 
Charges for 1st year of usage NIL 
Charges for subsequent year to be 
charged annually (AMC) from the date of 
card issuance 

Classic - 125 + GST 
Platinum - 150 + GST 
Signature and Business - 200 + GST 

Card reissuance upon loss/damage 100 + GST 
Physical debit card PIN 50 + GST 

ATM 
Beyond free transaction, 
 
Financial transaction: 
 20 + GST 
Non-Financial transaction: 
 8 + GST 
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All International financial transaction: 
125 + GST 

All international non-financial Tran: 35 + 
GST 

Currency conversion charges for 
International financial transaction 
amount 

2.50% of transaction amount 

 
Concession provided in SB/CD scheme will supersede the existing guideline of charges 
on debit card.  
 

Debit card usage transaction charges 

 
A/c Type Our Bank ATM (Financial 

Transaction) 
Other Bank ATM (Financial + Non-
financial) 
Metro Non-Metro 

SB 8 for Classic and Platinum 
card 
20 for Signature card 

3 5 

CD 20 for Business Debit card Nil 
 

Reward Points 

 
Classic, Gold, Platinum Debit cards 1 reward point/ 100 spent 
Signature Debit card  4 reward point/ 100 spent 
1 reward point = 0.25, valid for 36 months 

 

*GM Retail Liabilities & Debit cards will be the delegated authority to decide about 
reward points. 

 

Hot listing / Blocking of debit card 

 Card can be blocked through Call Centre or by using SMS, Mobile banking & 
Internet banking facility on 24x7 basis. 

 Control of debit card limit, usage (International or domestic), e-commerce, 
ATM, POS etc. can be done through U-Mobile Application. 

 

Liability of customers in unauthorized transactions 

 Zero liability of a customer as per compensation policy issued by the bank. In 
case of dispute resolution, any liability/compensation shall be dealt as per the 
compensation policy. 
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Credit Card 
 

 Bank issues in
customer to make purchases both on internet and at merchant establishments with 
POS terminals, across the globe, wherever VISA/RUPAY logo is displayed. This helps 
in forging better customer relationship. 

 Credit card is an important product as it complements other product such as POS 
and payment gateway and forms potential source for fee-based income. 

 

Eligibility: 

 PAN is mandatory for issuance of Credit Card 
 Can be issued to non-account holders, after considering credit worthiness and 

repayment capacity. 
 Minimum CIBIL Score >=700 & -1 
 Maximum Limit Permissible 20% of net annual income based on latest ITR 
 CCARD Menu is used for entering new application data, Payment of Bill and 

knowing application status 
 Union Credit Card Mobile based application for credit card customers, the mobile 

app which will enable them to manage the card 
 U-Mobile app also allows for managing the credit card and provides various details.  

 

Age Requirement:  

      
 
 
 

 

U-Secure Card: 

 Limit: Maximum 75% of the Term Deposit. 
 Expiry date of the credit card should be prior to that of the Term Deposit 
 Target Group: Customers not having IT returns, Low CIBIL Score/for 

students/persons not filling up age criteria. 
 

Insurance Coverage 

 Accidental death to be reported within 60 days from the date of death. 
 Credit Card should be in active status. 

Credit Card should have been used at least once for financial transaction within 
90 days before the date of death. 
 
 

 Minimum Maximum 
Salaried 18 60 
Professional 18 70 
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EMI Scheme 

 Minimum Transaction Amount for EMI Rs 5000. 
 Eligibility: Customers who have not missed two consecutive payment in entire 

card life cycle. 
 Tenor of EMI: 3/6/9/12 months as per customer choice. 
 ROI: 16% under reducing balances. 
 EMI facility is available in pre-authorization as well as post-authorization at 

point of sale (POS) and also through call Centre/Union Credit Card or U-Mobile 
App. 
 

Billing 

 Monthly Bill is generated on 25th of every month with transactions up to 24th. 
 Due date for payment of Bill shall be 14th or 15th of the succeeding month of 

bill generation. 
 Minimum payment due which is the 5% of the outstanding if the card holder 

does not have any previous unpaid dues. 

 
Reward Points 

 Reward Points program are allotted on successful merchant transactions after 
settlement of funds.  

 Reward point is not available for  
 Cash withdrawals from ATMs/ Cash at POS. 
 Purchase of fuel at fuel stations. 

 Value of each point shall be Rs. 0.25 for redemption. 
 Cardholder will earn  

 1 reward point for every Rs. 100 spend using Gold variant. 
 2 reward point for every Rs. 100 spend using Platinum variant. 
 4 reward point for every Rs. 100 spend using Signature/Select variant. 
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Corporate Cards for Executives: 

 

 

 

Delegation Power for sanction of Credit Cards 
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Features in Union Credit Card APP  

Access Screen is having information like Payment options, Offers & Lounge, FAQs and 
Contact us. Card holder can login into the APP using MPIN or using biometric access.  

1. Account Summary: Card holder can select the card and view the Account 
summary.  
a. Card Profile: Data of the card like Cust ID, Masked Card Number, Standing 

Instructions, card type(variant), Bank Account (linked Bank Account number), 
and VPA of the credit card.  

b. Account Summary: Card Holder can view sanctioned credit and cash limit, 
Unbilled Debit and credit, any EMI availed on the card, current outstanding, 
available limit to Card Holder, pending transactions (transaction for which 
settlement not received).  

c. Statement Summary: Details of Last billing like Statement date, opening 
balance, Debits and credits, Total Payment Due on the card, Minimum 
payment due and Due date.  

d. Reward point summary: Card Holder can view the reward point summary.  
2. View Statement: Card Holder can view latest statement in one Tab and select 

month and year in past statements tab to view as well as can download the past 
statements.  

3. Transaction details: Card Holder can view the unbilled settled transactions in 
unbilled transaction Tab and Transaction of last 10, 20 and 30 days in the Last 
Transaction Tab.  

4. Card control: It contains 2 tabs. Card Holder can enable/disable and set limits for 
different channels like POS, Online, ATM, Contactless in individual manner for 
Domestic and International Transactions Separately.  

5. PIN generation: Cardholder can generate /change his PIN using the transaction 
password.  

6. Manage Card: Card holder can Active the card using the Card Activation option. 
He can also register/ De register cards from Union Credit Card mobile APP.  

7. Virtual card: Card Holder can generate the virtual card for performing online 
transactions. It is created with in the available limit of the physical card.  

8. Scan and Pay: Card holder can perform QR transaction by scanning QR code of 
Rupay, mVISA and Bharat QR.  

9. Service request: Card holder can request for different services like  
a. Replacement of card.  
b. Duplicate statement.  
c. Hot listing of card.  
d. EMI creation.  

10. Payment: Card Holder can pay his credit card dues using Union Bank Internet 
Banking and Bill Desk.  

11. SMS alerts: Card Holder can view transaction SMS alerts sent on registered mobile 
number.  
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Credit Card Features in U-Mobile App  

Card holder can access in U-mobile by login into the APP and selection credit card option.  
1. Card Profile: Card Holder can view all cards with his CBS Customer Id. By clicking 

he can view individual card details like Outstanding Amount, Available credit and 
cash Limit, Billed Amount, Billing cycle date and Card status.  

2. Statement: Card Holder can select month and year to view as well as can 
download the card statement for past 12 months.  

3. Transactions: Card holder can view the unbilled transactions performed by Card 
Holder after Billing.  

4. Hotlist card: Card holder can block the card for reasons like lost, stolen, damaged 
and fraudulent transactions.  

5. Statement Summary: Card Holder can view the statement summary of present 
month. Card Holder can view and pay his card dues using pay now option.  

6. More actions:  
a. Convert to EMI: Card Holder can convert transactions into EMI.  
b. Payment channel/Limit Setting: Card holder can set his payment channels 

Limit like ATM, POS, Ecommerce, contactless.  
c. PIN generation: Cardholder can generate /change his PIN using the 

transaction password.  
d. Card Hot listing: Card holder can block the card for reasons like lost, stolen, 

damaged and fraudulent transactions.  
e. Standing Instruction: Card Holder can change his standing instruction flag 

between Total and Minimum Payment due.  
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Prepaid Payment Instruments (PPIs) Card 
 

Prepaid Payment Instruments (PPIs) 

 Prepaid Payment Instruments are payment instruments that facilitate purchase of 
goods and services, including financial services, remittance facilities etc. against the 
value stored on such instruments. 

 No interest is to be paid on PPI balances.  
 The KYC-AML, CFT (Combating Financing of Terrorism) guideline issued by the 

regulator or Bank should be followed-up scrupulously for each and every PPI holder. 
 The log of all the transactions undertaken using the PPI is to be maintained for at 

least 10 years. 
 There shall be no remittance by use of PPI, without compliance to KYC requirements. 
 Some examples of PPIs are Gift Card, National Electronic Toll Collection (Issuance of 

FASTAGs), National Common Mobility Card (NCMC). 
 

Closed System PPI  

These PPIs are issued by the Bank for facilitating   purchase of goods and services from 
the Bank only and do not permit cash withdrawal. It cannot be used for payment and 
settlement for third party services. 
 

Semi Closed PPI 

These PPIs are used for purchase of goods and services, including financial services, 
remittance facilities   etc. at a group of clearly identified merchant 
location/establishments which have specific contract with   the Bank (or contract 
through a payment aggregator/payment gateway) to accept the PPIs as payment 
instruments. They do not allow cash withdrawal. 
 

Open System PPIs:  

These PPIs are used at any merchant for purpose of goods and services, including 
financial services, remittance facilities etc. Cash withdrawals at ATM/ POS/ Business 
Correspondent are permitted in these types of PPIs. 
 

Types of PPI 

 Semi Closed PPI up to Rs 10,000/- by accepting minimum details of holder: 
Bank can issue such PPI by obtaining minimum details such as mobile number, 
self-declaration of name and unique identification no. of any one of the Officially 
valid documents under PML rule 2005.The amount loaded in such PPI during a 
month shall not exceed Rs.10000/- and in a financial year Rs.100000/-. The 
outstanding at any point of time and debit during a month shall not exceed 
Rs.10000/-. It is reloadable and issued in electronic form including contactless. It 
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should be converted in KYC complaint Semi closed PPI within 24 months of issue 
otherwise no credit/reload will be allowed. 

 
 Semi-closed PPI up to Rs.1,00,000/- after completing KYC of the PPI holder:  

These types of PPIs are issued after completing KYC of PPI holder. The outstanding 
amount of such PPIs shall not exceed Rs.2,00,000/- at any point of time. For fund 
transfer, there is provision of pre-registered beneficiary and in case of such 
beneficiary, the monthly maximum transfer limit is Rs.1,00,000/-. In all other 
cases, the maximum fund transfer limit is Rs.10,000/- per month. 

 
 Open system PPI after completing KYC of PPI holder:  Bank can issue open 

system PPI after completing KYC of the PPI holder. These PPIs are reloadable in 
nature and issued in electronic form including Card. The balance amount of such 
PPI shall not exceed Rs.2,00,000/- at any point time. In case of pre-registered 
beneficiary, the fund transfer limit cannot exceed Rs.1,00,000/- in a month per 
beneficiary and in other case it is Rs.10,000/-. 

 
 

Union RuPay Gift Card: 

Union Bank issues gift card on RuPay platform. It is Prepaid card. The amount between 
Rs. 100 to Rs 10,000 can be loaded in to the card. This card can be used by people who 

be issued to both individuals and organizations. Any number of cards can be issued to 
customers & non-customers. Non-customer must comply with minimal KYC-AML 
extended guidelines of our Bank (It is mandatory to submit Identity proof and address 
proof of buyer with gift card application) 

 
Features of Gift Card 
 It is Pre-loaded amount card; no credit will be available. 
 Can be loaded only once in life cycle of card. 
 Can be used in POS machines at merchant location only. It cannot be used at ATM for 

cash withdrawal or for online shopping. 
 Cards are for Domestic use only. 
 Non-Reloadable. 
 PIN based cards. 
 Maximum value of each gift card should not exceed 10000/- at any point of time. 
 Validity of card is 12 months from issue date or expiry date printed whichever is 

earlier. 
 Gift cards can be revalidated through issuance of new gift card with balance amount 

of existing card only. Customer needs to pay the charge again for revalidation. 
 The issuance charge of single gift card is Rs.50 + GST. 
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Indent of Gift Card 
 Branches should place the indent through DCARD menu 
 Cards & PINs will be dispatched by vendor to the respective Branch 
 On receipt of cards, Branch will have to enter the card detail in security register 
 Branch will open the Card Account in Finacle through HOAACCA menu under CAGFT 

scheme code and entering the card no. in Permanent Account Number field  
 Mapping of card to account is done through PPCA menu 

 

Technology  Branch Functioning related 
 
S.No. Question & Answer 
1 A customer of your branch has forgot his ATM PIN. He wants to create a new 

one. How will you help him? 
 
Answer:  The customer can generate a new PIN through branch ATM by using 
the option of GREEN PIN. The customer has to validate the same through OTP 
coming on his mobile. 

2 What is Positive Pay System? 
 
Answer: For cheques of Rs. 50000/- and above, the customers will have an 
option to inform the details of cheque in advance so that the same can be 
cross validated when the cheque is presented through clearing. This can be 
done by informing the branch in advance as well as through Internet Banking, 
if the customer is using Internet Banking. This process is called Positive Pay 
System. The menu to be used in branch for entering the details is PLUSPAY. 

3 On which platform, a branch can raise the functional queries? 
 

 
related to a particular discipline. 

4 What is the name of the fortnightly online Quiz conducted for enriching the 
knowledge of bank employees? 
 
Answer: Union Gyan Kasauti 

5 What do you know about My Diary Portal? 
 
Answer: The portal can be accessed through internal network with a separate 
URL. The link is also available on UBINET. The portal is developed in such way 
that, it imbibes data through database link / interface from different servers. 
The input of data is scheduled on daily, weekly and monthly basis. The portal 
is co-connected with Finacle - DR, MIS, LAS, CCU (customer care unit), 
vigilance, BOCMS (Banking Ombudsman), premises, DMS, OCRM (Customer 

various servers, and it provides us various reports in the required format. 
6 What are On-site ATMs? 

 
Answer: On-site ATMs are those which are installed in the branch premises 
or within a distance of 500 meters of the branch. 
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7 What are Off-site ATMs? 
 
Answer: Off-Site ATMs are those which are installed or located away from 
the branches / Offices and Extension Counters beyond 500meter with a 
separate network. 

8 What is white label ATM (WLA)? Also give a name of WLA Operator? 
 
Answer: ATMs set up, owned and operated by non-banks are called WLAs. 
Non-bank ATM operators are authorised under the Payment & Settlement 
Systems Act, 2007 by the Reserve Bank of India (RBI). Following are authorised 
WLA Operators as per RBI (24 June 21): 

 BTI Payments Pvt. Ltd. 
 Hitachi Payment Services Pvt. Ltd. 
 Tata Communications Payment Solutions Ltd.  (indicash) 
 Vakrangee Limited 

9 What is Brown label ATM? 
 
Answer: ATM is owned by the outsourced vendor and site is also developed 
and maintained by the vendor. Bank provides cash and shares own network 
for Brown label ATM. It is also called Opex Model and End to End (E2E). 
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Digital Banking  Others 
NETC Issuer (FASTag) 
Objective  
 To reduce waiting time at Toll Plaza & Reduce cash handling.  
 To eliminate the acceleration and idling, harmful vehicular emissions and air 

pollution.  
 To accommodate increasing traffic without additional lanes and to reduce 

congestions around Toll Plaza.  
 To save fuel and reduce operating cost of vehicle.  

 
Product Overview  
 National Payments Corporation of India (NPCI) has developed the National Electronic 

Toll Collection (NETC) program to meet the electronic tolling requirements of the 
Indian market.  

 It offers an interoperable nationwide toll payment solution including clearing house 
services for settlement and dispute management. Interoperability, as it applies to 
NETC system, enables a customer to use their FASTag as payment mode on any of the 
toll plazas irrespective of who has acquired the toll plaza.  

 FASTag is a device that employs Radio Frequency Identification (RFID) technology for 
making toll payments directly while the vehicle is in motion.  

 FASTag (RFID Tag) is affixed on the windscreen of the vehicle and enables a customer 
to make the toll payments directly from the account which is linked to FASTag.  

 Menu for indenting and acknowledging FASTAG.  
 Menu also has option for issuance and top-up. 

 
Amount Limit for FASTag  
The customer can obtain the FASTag with minimum of Rs. 500/- and maximum of Rs. 
1,00,000/- (being KYC complaint account). 

 
NETC System Participants and their role  
 Vehicle owner: To obtain FASTag from issuer and fixing it on vehicle windshield. 
 Issuer: To contact vehicle owner for FASTag issuance and processing of online 

transaction. 
 Toll plaza operator: To install various Toll Plaza systems, Toll Plaza server and 

contracting with Acquirer. 
 Acquirer: To contract Toll Plaza operators and to deploy acquiring host and process 

payment transaction. 
 NPCI: To specify rules and ensure compliance. Operation of online communication 

between acquirer and issuers. To perform clearing and settlement for transactions. 
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Digi-Gaon 
 
As a proactive effort to educate and promote various digital transactions among public 
in rural areas, Union Bank adopts villages across the country for providing Bank
channels of payment and merchants acquiring transactions, spreading awareness, 
educating customers / merchants and conducting camps in each adopted village in an 
effective manner. Such village is identified as Union Digi-Gaon 
 to identify minimum one village in their region for making the 

-

spreading awareness, educating customers, merchants and conducting camps at each 
village and region already having Digi Gaon and Metro Area Regions may identify as 
under:  

 Regions having lead districts may identify more villages in addition to existing Digi-
Gaon.  

 Regions not having any village area may implement the project in a unit of 
municipality ward or full ward depending upon the size of the ward, for digitization 
or digital inclusion  
 

Criteria for selection of Digi-Gaon is as follows:  
 Preferably our bank should have a branch in proposed village of Union Digi-Gaon.  
 Village must have a market of minimum 10 shops.  
 Village market being visited by adjoining cluster of villages for shopping should be 

preferred to spread awareness/ publicity from single point to mass people.  
 Existing Union Adarsh Grams may also be selected in lead district  
 Priority may be given to village of population of 1000 and above  

 
Basic infrastructure for digitalization like availability of landline, mobile network, 
Signals, a connecting pucca road, electricity or solar power etc. should be available in 
the proposed village as digitisation will be executed with POS machines and mobile Apps. 
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Bharat Bill Payment System 
 
The Bharat Bill payment system is a Reserve Bank of India (RBI) conceptualised system 
driven by National Payments Corporation of India (NPCI). It is a one-stop ecosystem for 

payment service to all customers across India with certainty, reliability, and safety of 
transactions. 

All recurring payments will be a part of Bharat BillPay ecosystem. The current live 
categories part of Bharat BillPay are as follows: 

 Electricity 
 Telecom (Mobile Post-paid, Landline Post-paid and Broadband) 
 DTH  
 Gas-Pipedline  
 Water 
 LPG Gas Booking 
 Insurance (Life, General, Health) 
 Loan Repayments 
 FASTag Recharge  
 Cable 
 Education Fees 
 Housing Society 
 Municipal Taxes 
 Municipal Services 
 Hospital  
 Subscription Fees 

 
Bharat BillPay facilitates myriad payment modes enabling Bill payments. The payment 
modes options facilitated under the ecosystem are Cards (Credit, Debit and Prepaid), 
NEFT Internet Banking, UPI, Wallets, Aadhar based Payments and Cash. 
 
Union Bank of India customers can access BBPS either through their Internet banking 
Logins or through Mobile Banking app. 
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Call Centre 
 
Call Centre, being one of the delivery channels, is offering Banking facilities through 
Interactive Voice Response (IVR) as well as through human interface by connecting the 
customer to the Call Centre Executive. Call Centre enable the bank to keep the lines of 
communication open throughout the year for retaining existing and on boarding new & 
prospective customers. Call Centre facility, allow uninterrupted 24x7x365 banking 
service.  

Call Centre also handles queries, service requests and complaints. Call Centre facility is 
available in two modes viz. Interactive Voice Response (IVR) and human interface, by 
getting connected to the Call Centre Executive. The IVR will provide certain banking 
services. Caller has the choice to switch to an agent for any information on Banks 
products and services, for placing any service requests or to lodge any complaint. 

The services offered at the Call Centre are broadly classified into the following 
categories: 

a) Inbound Calls 
b) Outbound Calls 
c) Self Service functions through IVR 
d) Customer Segmentation 
e) Email and Web/Video chat-based services etc. 

 
 
Services offered at the Call Centre are as follows:  

 Banking Services: Account related information, retail products and process 
related information, generation of phone banking PIN etc. 

 Debit Card Services: Reporting and hot listing of Debit card, blocking the card 
using IVR, lodge complaints on various failed transactions like ATM, POS etc. and 
generations of green PIN 

 Internet Banking Services: Registration, Self-User Creation, Forgot-Reset of 
Passwords, Basic trouble shooting in Internet banking application, Enable and 
Disable Login and 2FA authentication issues. 

 Mobile and SMS Banking Services: Mobile Banking registration, installation of 
Mobile application, Mobile Banking Deregistration requests, SMS Banking 
registration and deregistration requests etc. 

 Out-bound Calling: Tabulous Banking lead generation, undertake surveys and 
obtain feedback on products and services and run promotional campaigns. 
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Languages available 

Call centre services are available in 11 languages i.e. 9 regional languages (Punjabi, Oria, 
Malayalam, Marathi, Gujrati, Bengali, Kannada, Tamil, Telugu) apart from Hindi & 
English. 

Call Centre Location 

Our bank has three Call Centres operating at following locations: 
1. Bengaluru 
2. Mumbai 
3. Hyderabad 

 

Services available on IVR 

The Call Centre has an Interactive Voice Response system through which many of the 
services are available. IVR services can be availed by dialling any of the Toll-free and 
Chargeable numbers. The Bank has following services on IVR: 

 Hotlist debit card through IVR/through Customer Care Executives. 
 Balance Enquiry. 
 Last 5 transactions. 
 Cheque Status. 
 Stop payment cheque request. 
 Phone Banking PIN generation. 
 Debit Card PIN generation. 
 Speak to Customer Care Executive. 

Additional Services on IVR 

The Bank has introduced in 2019 a host of new services through IVR. The list of such 
services is: 

 Request for PMSBY  
 Request for PMJJBY  
 Request for APY  
 Request Senior Citizen Scheme  
 Request for Sukanya Samriddhi Scheme  
 Request for NPS  
 Request for PPF  
 Request for apply insurance.  
 Request for apply MF.  
 Request for Locker facility.  
 Request for Deposit a/c opening.  
 Request for TDS /Form 16 certificate.  
 Request for SMS alert.  
 Request for Linking of LPG ID.  
 Request for Account Statement. 
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New facility in Call Centre for Outbound calls 

In terms of EASE 4.0 Reforms agenda, bank has also started following facilities since 
September 2021 on Proof-of-Concept basis: 

 Outbound Calling for customers to deposit overdue locker rent. 
 Outbound Calling for customers to visit the Base branch for activation of 

dormant/inactive accounts. 
 Outbound welcome calls to new elite Current/Saving Account Customers. 

 

Contact Numbers for Ban Centre  

 

All India Toll-free Numbers 1800 22 22 44 
1800 208 2244 

Chargeable Number 080-61817110 
Dedicated Number for NRIs +918061817110 
Credit Card Call Centre 1800 425 1515 
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Digital Banking  Apps 
UMobile 
(Limit Rs 2,00,000/- Per Day) 
 

customers a secure and convenient means of banking from anywhere anytime. Some of 
the features are: 

 Provides Customers Secure and convenient means of banking from anywhere 
anytime. 

 English, Hindi and 11 regional languages supported. 
 BHIM UPI is supported, even for non-customers. 
 Apply for new account facility is available for non-customers linking through our 

Web site. 
 U Mobile can be downloaded through Play Store for Android / App store for iOS.  
 Customer can also avail the mobile banking service through USSD (Unstructured 

Supplementary Service Data *99#). 
 

Eligible users of UMobile: 
 Saving account holders with Individual constitution 
 Saving account holders with Joint constitution (under Either/Survivor mandate) 
 Current account/Overdraft account holders with constitution as Sole 

Proprietor/Individuals 
 Non  resident (NRIs) account holders on Indian numbers. 

 

Activation Process of UMobile: 
 Using debit card details and ATM PIN 
 Using internet banking login credentials 
 By using Branch Token 

 

Features and benefits  

Accounts  
On selecting the account 2 tabs are available: 

 Operative Accounts: Following details are available  
 View Savings, Current & Overdraft Accounts 
 Details of accounts like Name, account type, nomination etc. 
 Mini statement - Last 9 transactions 
 Statement  Various options like Last Month, Last three month, Last 6-
month, Last year and Custom date options, send to email, PDF download 

 Fund transfer Payee Transfer to saved payee 
 Quick Transfer up to Rs. 50, 000 
 Donation 
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 Schedule Payment for future 
 Manage Payee-Add, Delete payee 

 
 Loan Accounts: Following details are available  

 Details of Home loan, Vehicle loan, Education loan, Personal Loan and 
Other loans 

 Balance of account, Details of account 
 Generate statement for sending through email, PDF download  
 Interest certificate 
 Request for loan through our corporate website 
 Pay loan EMI facility 
 

Deposits Section 
 Open Fixed deposit, DRIC, Tax Saver, SDR, Recurring deposit 
 FD Details, Statement 
 Close FD - FD will be closed and credited to account 

 
Investment Section 

 Open PPF, SSA accounts 
 Transfer funds to PPF and SSA 
 Tax payment - Income Tax, TDS/TCS etc 
 National Pension Scheme 
 Invest in Union Mutual Fund  

 

Fund Transfer Section 
 Transfer fund through IMPS upto Rs.5.00 lakhs per day, NEFT, RTGS up to Rs.2.00 

lakhs per day 
 Quick payment up to Rs.50, 000/- without beneficiary registration 
 Schedule payment on a future date 
 Manage payee: Add, delete payee 
 Different payee types: Union Bank of India, Other Bank, MMID, UPI ID.  

 

Debit Card Section 
 Debit Card Hot listing, Block/Unblock, Set Debit Card Limit. 
 Request for Personalized card. 
 Payment channel setting: Enable / disable ATM, POS, e-commerce - Domestic and 

International usage. 
 Generate Debit Card PIN. 

 
Bill Payment 

 Bills payment for various billers such as Broadband, DTH, FAS Tag, GAS, Insurance, 
LPG, Land Line, Mobile Post-paid, Electricity, etc. 



Promotion Study Material - Clerk to Officer 

 

49 
 

  
Credit Card  

 Card details such as Total Limit, Available Limit, Cash Limit, Outstanding amount, 
Billed amount, Minimum due, Due date etc. are shown 

 Payment of bill by debiting the customer account 
 Mini statement of receipt transactions 
 Monthly bill statement can be downloaded or send to email 
 Generate Credit Card PIN 
 Credit Card Hot listing option  

 

mPassbook  
 Generate statement of Savings accounts  
 Generate statement of Overdraft accounts  

 

Service Request  
 Request: Cheque Book, Statement of loan accounts, Interest certificate of loan 

and deposits, SMS banking registration/ Deregistration 
 Stop cheque, Cheque status inquiry 
 New debit card, add-on card, upgrade debit card request 
 Apply for credit card 
 TDS certificate request 
 Apply for new Demat Account  

 
Expense Manager  

 One can see the Expense Graph for Current Month, 60 days and 90 days period for 
selected operative accounts with category wise break up for UPI, POS, NEFT, RTGS 
etc. 

 

BHIM UPI in U-Mobile (Limit 1 lakh) 

BHIM UPI facility is available for fund transfer, Pay & Collect option, and Manage Virtual 
Payment address. 

 Pay using UPI ID, MMID or IFSC & Account number 
 Collect funds from payer having UPI ID 
 See Transaction details 
 Request Balance 
 Manage UPI ID and set limit 
 Create new UPI ID 
 Generate and scan QR Code for payment 
 Mandate 
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Other Facilities  

When we click on three parallel lines, we get various other options like 
 Access internet Banking, Calculator, Setting, Inbox, Locate Us, Demo Videos, Rate 

us, Refer Friend  
 

EMI Calculator  

 When we click on calculator, we are getting Loan EMI Calculator and Deposit 
Calculator 

 Loan EMI Calculator can be calculated for various amount, tenure, interest rate 
and period 

 Total interest due, Total amount payable and processing fee payable will be 
calculated and shown 

 Deposit Calculator is also available for various type of deposit like Deposit 
Reinvestment Certificate (DRIC), Fixed Deposit (FDR), Short Term Deposit, Union 
Tax Save-FDR, Union tax Saver-DRIC, Recurring Deposit with different amount and 
period  
 

Setting  

 Settings: Change Login PIN, Transaction PIN, Reset PIN, Manage Scheduled 
payment, Change Language, Unblock UPI ID [VPA] are available 

 Fingerprint can enable and disable 
 Change Language: Thirteen language are available one can change language 

 
Inbox  

 All message like Fund Transfer like IMPS transaction, transaction reference id is 
available 

 Intra Transfer: In intra transfer detail of bill paid, amount, name and reference 
id details are available  
 

Locate Us:  
 One can locate ATM, branch and IFSC Code. 

 
Scan QR 

 This option is used for scanning any UPI or Bharat QR for merchant payments 
 

De-Registration Process of U Mobile  
If User wishes to deregister for Mobile banking services, then it can be done in either of 
the two ways  

 Login to UMobile Hamburger or Side- bar menu -> De-register 
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 By calling call centre number 1800222244 or 18002082244 

BHIM (by NPCI) 
(Limit-Rs 40,000/ Per Day) 

Bharat Interface for Money (BHIM) is an app that allows simple, easy, and quick payment 
transactions using Unified Payments Interface (UPI). You can make instant bank-to-bank 
payments and Pay and collect money using just Mobile number or Virtual Payment 
Address (UPI ID). 
 

FEATURES  

The following are the features of BHIM: 
 Send Money: Send money by entering Virtual Payment Address (UPI ID), Account 

number and QR Scan. 
 Request Money: Collect money by entering Virtual Payment Address (UPI ID). 

Additionally, through BHIM App, one can also transfer money using Mobile No. 
(Mobile No should be registered with BHIM or *99# and account should be linked). 

 Scan & Pay: Pay by scanning the QR code through Scan & Pay or generate yours 
to let others make easy payments to you. 

 Transactions: Check your transaction history and pending UPI collect requests (if 
any). You can raise complaint for the declined transactions by clicking on report 
issue in transactions. 

 Profile: You can view the static QR code and Payment addresses linked to your 
account. You can also share the QR code through various messenger applications 
like WhatsApp, Email etc. available on phone and can also download the QR code. 

 Bank Account: Switch between multiple bank accounts linked with your BHIM 
App. You can set/change your UPI PIN or check your balance. 

 Language: Currently BHIM is available in 20 languages, i.e., Hindi, English, Tamil, 
Telugu, Malayalam, Bengali, Odia, Kannada, Gujarati, Marathi, Assamese, 
Bengali, Bhojpuri, Haryanvi, Marwari, Konkani, Manipuri, Khasi, Mizo and Urdu. 

 Block User: Block/Spam users who are sending you collect requests from illicit 
sources. 

 Privacy: Allow a user to disable and enable mobilenumber@upi in the profile if a 
secondary UPI ID is created (QR for the disabled UPI ID is also disabled). 

 Scan: Scan any QR code sticker that has the UPI and BHARAT QR logos on it with 
the BHIM app. You can also generate your QR code to make it easier for others to 
pay you. 

 IPO using BHIM: Apply for any IPO by entering your BHIM UPI ID on the IPO 
application, and then proceed by approving on the BHIM app. 

 Bill Payments on BHIM: The BHIM app supports in-app utility bill payments to help 
users pay bills on the go with the help of BHIM BillPay. 
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 UPI AUTOPAY: You can now enable recurring e-mandates using any UPI enabled 
app for recurring payments such as mobile bills, electricity bills, EMI payments, 
entertainment/OTT subscriptions, insurance, mutual funds among others. 

 

Internet Banking 
Our Internet banking facility is operating on FEBA (Finacle e-banking Application). 
Internet banking facility enables the customers to make various transactions such as 
payments for goods and services, transfer funds, pay taxes instantly, safely and securely. 
Customer can also view his various accounts, tax details (26AS) at any time.  

 

Internet Banking Features  

 Know your user ID: "Know your User ID" feature is now introduced on the login 
page, where an existing user can know the user ID by keying in basic details of 
the account like customer ID, Mobile Number, email ID and account number etc. 

 U-Token: An app based new feature of U-Token is now introduced as an 
alternative/ substitute to SMS OTP. The app can be utilized by both Retail and 
Corporate users for generation of app-based OTP in lieu of SMS OTP 

 Reset of Login Password: Retail and Corporate users can reset the login password 
by keying in details of the account along with SMS OTP received on registered 
Mobile number 

 Reset of Transaction Password using U-Token: Post Login, after activation of U-
Token, Corporate users can create / change the transaction password by keying 
in the OTP generated on U-Token 

 

The various aspects of Internet Banking: 

 Internet Banking works on customer ID/CIF No (Customer Information File No) 
 All accounts attached to CIF/ Customer id will get linked to Internet-banking 

profile 
 Retail internet banking is provided to Individual, Proprietor and HUF 
 Corporate internet banking is provided to Club/ Society/ Trust/ Institution/Pvt. 

Ltd/Public Ltd. /Partnership 
 Internet Banking consists of two passwords: Login password and Transaction 

password 
 Login Passwords should be changed once in 364 days and the transaction password 

must be changed in 180 days 
 Customer should login at least once in 364 days to keep profile active 
 Internet banking Passwords gets disabled after four wrong attempts 
 User has to register and confirm the beneficiary before transferring fund to any 

account (except own a/c) 
 Funds transfer to registered beneficiary only through valid OTP/ U-Token  
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Internet Banking services are provided under two categories 

    A) Retail Banking                       B) Corporate Banking  

 

Internet Banking Registration Process for Retail User: 

 The customer needs to have the mobile no., E-mail id, PAN and date of birth in 
account 

 Go for login at www.unionbankonline.co.in -  
 Customer has the choice to avail view and transactions or view only facility 

 
Self User creation with debit card (for view & transaction facility) 

 Customer should have a valid debit card number along with PIN. 
Need to enter 15-digit account No., PAN or date of birth, Captcha & debit card 
number along with PIN and OTP. 

Self-User creation without debit card (only view facility) 
 Customer has to enter the 15-digit account No., PAN or date of birth, Captcha & 

OTP. 
 Initially, if the user is created for only view facility, later on, after availing the 

the op -  

 

Internet Banking Registration Process for Corporate User: 

Corporate customers (Partnership, Pvt. Ltd. Co, Public Ltd. Co, Trust, Club, Society, 
Institution), who wish to avail transaction facility, need to submit their Internet Banking 
application along with additional documents (listed below) to their branch for onward 
recommendation and registration for Internet Banking. Required documents are: 

 Company (Pvt ltd/ Ltd): Application along with resolution on company letter head 
for transaction facility. 

 Partnership Concerns / HUF: Application along-with Stamped 
resolution/Declaration for Partnership. 

 Club, Society, Trust, Institution: Application along with resolution on institution 
letter head for transaction facility 

 All the formats are available in Internet Banking Policy. 
 Branch user needs to enter the details through INTREG menu in Finacle and 

forward application copy to RO for approval. 
 

Products and services available in Internet Banking 

 View Balance, Account Statement 
 ASBA (Application Supported by Block Amount) 
 Fund transfer to own account /other Union Bank accounts 
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 Fund transfer to other bank using NEFT/RTGS/IMPS 
 Bill Payment, Bill Presentment/Bharat Bill Pay 
 Contribution to National Pension Scheme using PRAN Number  
 PPF account opening, linking of PPF account, deposit in PPF account, statement 

of linked account 
 Online FD opening/Closure request 
 Online request for issuance of DD and cheque book 
 Online Tax deposit 
 Online Donations 
 Form 26AS/ITR 
 Apply for Sovereign Gold Bond 
 Bulk Remittance for Corporate Net Banking 
 Maker-checker for corporate Net Banking 
 Home Loan provisional Interest Certificate 
 Other Services available in internet Banking 
 Mobile Banking Registration 
 Debit Card Blockage 
 LPG consumer number Linking, PM BIMA Yojana 
 Aadhaar Number linking, 
 Overdraft Facility for PMJDY customer 
 Atal Pension Yojana 
 Managing digital certificate 

 

NRI customers 

Internet banking services will be available to Non-Resident Indians subject to FEMA 
guidelines being complied with. The requests for transactions would be on their INR 
accounts and for domestic purpose only. 
 
Reset Password 

 Retail Banking user can reset his/her password through Forgot/Reset password 
using debit card  

 Any customer wishes to get printed password has to apply through Forgot/Reset 
 

 Charges for delivery of Printed password 
 Retail User Rs. 180.00 
 Corporate user: Rs. 250.00 

 

ID Enabling/ Disabling via OTP 
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Bank has introduced OTP facility to provide customer convenience of e-banking ID 
enabling/disabling. It is available on Internet Banking Login Page under heading 

 both for Retail and Corporate User. 
 
 

Daily Transaction Limit 

 Retail User: - Maximum Rs.5.00 lakh per day  
 Corporate User: - Maximum Rs.25.00 lakh per day  
 Tax Payment: - Unlimited 

 

Velocity checks are as follows 

 
 

Things to Remember 

 In case of all general issues: ebanking@unionbankofindia.com  
 For Tax related complaint: etax@unionbankofindia.com  
 For ASBA related query customer can write to: asba@unionbankofindia.com  
 For enable password customer can make a call to call center 
 PAN number is mandatory for online debit transaction 
 For receiving OTP in case of overseas customer, it is required that branch should 

update the mobile no in CIF and country code in CIF / SMSREG 

Sr.No. Parameter  
 

Description  
 

1 Debit transaction for Retail customers at 
customer ID level 

Default limit Rs.5.00 lakh  

2 Debit transaction for corporate customers at 
customer ID level  
 

Default limit Rs.25.00 lakh  

3 Number of wrong attempts for Login & 
Transaction passwords  

4 

4 Number of wrong attempts for UToken MPIN  3 
5 Number of times/ attempts in a day to self-

reset login password online 
 

2 

6 Number of times/ attempts in a day to self-
reset transaction password online  

1 

7 Cooling period for beneficiary addition for 
Retail and Corporate customers.  
 

Fund Transfer limits 
Up to 4 hours Rs.10,000/- 
>4 hours to 24 hours Rs.2,00,000 
After 24 hours Default limits.  

8 Session time out  5 minutes  
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U-Token App 

 Bank has now introduced a new App which will primarily act as 2FA & will be a 
substitute for OTP 

 It may also be utilized to generate (forgot/reset) the Transaction Password for 
Corporate users 

 To generate transaction password for Corporate Users, user has to register for U-
Token 

 This app is available in Play store for Android users and App store for iOS users 
 Step 1:  

 Login to Internet Banking 
 After successful login to Internet Banking, go to: Personal Security 

safety »» U-token request. 
 Click on Step 1 U-Token registration request 
 On Next page, Click on Continue 
 OTP page will appear. Users have to enter OTP as received on Mobile 

number 
  

 STEP 2: 
 Go to personal security safety »» U-token request 
 Click on step 2- Enable U-token  
 Message will be displayed- -Token has been successfully enabled, 

kindly download U-Token mobile application from Google Play Store 
 

 Visit Play store/App store to download and install the U-Token app 
 After installation U-Token app, users have to register in U-token App 
 Enter user ID for Retail user and CORPORATEID.USER ID for Corporate user 
 Enter a new 6-digit MPIN (remember for future use) and click on submit 
 User can also use fingerprint to login. 
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DIGITAL BANKING DEPARTMENT 
 
S.No. Question & Answer 
1 What are Options available to customer to register UMobile application? 

 
Ans: By using Debit card, by using Internet Banking, by using Branch Token 

2 How customer can deregister for Mobile banking services? 
 

Ans:  Through UMobile and by calling Call Centre number 1800222244 or 
18002082244 

3 How much amount user of UMobile can instantly transfer fund without registration 
of beneficiary per day? 

 
Ans: Rs.5000 per day 

4 Maximum fund transfer limit per day using UMobile is....... 
 
Ans: Rs.200000/- (Two lac only) 

5 UMobile MMID stands for.....? 
 
Ans: Mobile Money Identifier 

6 MMID is of how many digits? 
 
Ans : 7( Seven) 

7 User can create UPI ID using BHIM UPI application. Maximum number of UPI ID, one 
can create per account....... 
 
Ans: 3 (Three) 

8 Customer has availed UMobile facility, how many accounts customer can able to 
fetch from UMobile? 
 
Ans: UMobile application is based on single CIF/ Customer id, so customer able to 
fetch all accounts linked to single CIF/ Customer id. 

9 What is U-Token in Internet banking? 
 
Ans: U-Token is an app based new feature introduced as an alternative/ substitute 
to SMS OTP. The app can be utilized by both Retail and corporate users for 
generation of app-based OTP in lieu of SMS OTP. 

10 What is the Default debit transaction limit for retail internet banking customer at 
customer id level? 
 
Ans : Default limit is Rs.5 lac (Five lac only) 

11 What is the Default debit transaction limit for Corporate internet banking customer 
at customer id level? 
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Ans : Default limit is Rs.25 lac (Twenty Five lac only) 

12  
 
Ans. 5 minutes 

13 Finacle menu, which will facilitate for insertion of data of Internet banking 
requests of corporate customers. 
 
Ans. INTREG 

14 Internet Banking services are provided under two categories, Name of these two 
 

 
Ans. Retail banking and Corporate Banking 

15 Name a Co-branded credit cards presently our Bank is having? 
 
Answer: Presently our bank is having UniCarbon credit card: Bank has launched this 
credit card with HPCL 

16 There are different types of cards like VISA, Rupay etc. Which variant of credit 
card we issue for Uni Carbon Credit card. 
 
Answer: Rupay Platinum 

17 Time to time Bank launches different products or services to compete in the 
market. To launch a new credit card, who will approve? 
 
Answer: Any new product or services to be introduced in the process shall be with 
approval of Credit Risk Management Committee (CRMC)/ Operational Risk 
Management Committee (ORMC) 

18 Which are the different transactions done through Credit card can not to be 
considered for EMI? 
 

 
 Cash withdrawal through ATM and PoS 
 Transactions done at Bars 
 Transaction made for Jewellery Purchase 
 Amount spent through card on purchase of fuel at petrol pumps 

19 Suppose on the request of a customer his credit card bill has been considered for 
12 months EMI but the customer wants to pre close it in 8 months. Then whether 
bank will charge any pre closure fee? If yes, then at what rate and on which 
amount? 
 
Answer:  Yes, we have to charge pre-closure charge at the rate 2% on the 
outstanding amount under EMI still not due. 

20 What are the different variants of Credit Cards issued by our Bank? 
 
Answer: Presently we are having these variants of credit card: 

 VISA Gold 
 VISA Platinum 
 VISA Signature 
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 VISA Business Platinum 
 Rupay Platinum 
 Rupay Select 

21 How can we issue Credit card to a NRI customer? 
 

 deposit only. We 
may sanction 75% of the value of deposit as credit card limit. If any deviation is 
there then delegation of power vests with CAC-II. 

22 Recently RBI has modified the guideline regarding all contactless or Tap & pay 
cards for making payments without entering PIN at NFC enabled POS. What is that 
limit? 
 
Answer:  It is up to 5000/- per transaction with maximum of 15,000/- per day. 
Maximum number of contactless payments allowed per day is 5. 

23 If a customer approaches you for enhancement of his Debit card limit on temporary 
basis. Can you accept the request? If yes, please tell what are the cases to be 
considered as exigency? 
 
Answer: The following cases can be considered as exigencies for temporary 
enhancement of limit for debit card: 

 Payment of medical expenses 
 Payment of fees for educational purpose 
 Government/statutory payments 
 Customer going to foreign countries 

24 By using Debit card and credit card we are getting rewards point. What will be the 
threshold limit for redemption of these earned reward points? 
 
Answer: There is no any such limit. The customer may redeem it as per their 
requirement. 

25 How many accounts of a customer can be linked with a debit card? Is there any 
restriction? 
 
Answer: Maximum 3 accounts can be linked with one debit card. However, for PoS 
and e-commerce related transactions or merchant payments, only primary account 
can be accessed. 

26 Please tell the conditions under which annual charges on debit card are waived? 
 
Answer:  The annual charges are waived in the following cases: 

 Accounts of Staff including retired staff, BSBDA, BSBDS, CCAGR upto 3 lakh  
 The account holders who make minimum 40 Pos or E-commerce 

transactions per annum in previous year 

27 How many Financial transaction are free in own Bank ATM and other banks ATM for 
Business Debit card holder? 
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28 What is the minimum and maximum cash withdrawal limit through PoS by using 
debit card? 
 
Answer: Cash at PoS should be allowed only once per debit card per day and 
minimum withdrawal should be 100/- and maximum shall be 2000/- within a 
overall monthly limit of 10000/- across all locations. 

Cyber Security 
Cyber Security policy is a set of directives, procedures, guidelines designed to maintain 
Cyber Security and manage Cyber risks proactively. The Cyber Security policy at bank 
provides a set of directives that shall enable bank to identify, detect and mitigate Cyber-
attacks in a timely manner to protect the confidentiality, integrity and availability of 
data at bank. Sufficient technological and process controls shall be implemented to 
ensure customer information and organizational data is protected from potential Cyber-
attacks. 
 
Stages 

In response to the Cyber-attacks, management at the Bank has set up a management 
strategy 

1. Identify Identification of critical assets and management of Cyber Security risks 
2. Protect Safeguarding continually identified assets by deploying controls such as 

Security architecture mechanisms, event correlation systems, intrusion 
prevention and detection systems, and enforcement of secure configurations. 

3. Detect Detecting incidents related to attacks or anomalies through continuous 
monitoring  

4. Respond Take steps to assess the incident impact and take appropriate response 
measures including escalation to relevant authorities 

5. Recover from incident in a timely manner adequately following the organization s 
incident management, business continuity and disaster recovery policies and 
procedures and to ensure that there is no loss of confidential data at the Bank 
and the Bank s IT assets are protected against Cyber-attacks. 

6. Learn Post recovery, record the relevant learning s of the Cyber-incidents and 
add the cases to awareness sessions  

 

Cyber Security Committee (CSC) 

Information Security Committee will play the role of Cyber Security Committee also. 
 

Cyber Crisis Management Team (CCMT) 

Cyber Crisis Management Team shall consist of the following officials: 
 CISO (Chief Information Security Officer)- Chairman/Convenor 
 CRO (Chief Risk Officer) 
 CGM-CTO 
 CGM (Audit & Inspection) 
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 CGM (HR Operation) 
 CGM (COO) 
 GM-Corporate Communication 
 Chief Law Officer (CLO) 
 Chief General Manager/ General Manager/ Deputy General Manager of the 

Concerned Departments related to the crisis 
 
The Quorum of the Team is 4, Mandatory members are CISO, CTO & CRO. 

Roles and Responsibilities - Organization Structure 

 The Board of Directors shall be ultimately responsible for Cyber Security.  
 Senior Management is responsible for advising and making the bank employees 

understand and train them about the Cyber Security risks to the bank to ensure 
that they are adequately addressed from a governance perspective. 

 The major role of top management is to implement the Board approved Cyber 
Security Policy, establishing necessary organizational processes for Cyber Security 
and providing necessary resources for successful Cyber Security. 
 

 
 
 

 

Cyber Security Operations Centre (CSOC)  

The overall responsibilities of the CSOC shall include  
 SOC team shall monitor the logs, database activities, analyze the Network etc. 
 SOC team shall Identify and classify Cyber-attack scenarios. 
 SOC team shall assess threat intelligence and proactively identify/visualize 

impact of threats on the Bank. 
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 Perform threat management, threat modeling, identify threat vectors and 
develop use cases for Security monitoring. 

 Inform the Cyber Crisis Management team in case of crisis to take appropriate 
action for the Cyber-attacks. 

 

Chief Information Security Officer (CISO) 

 Senior level official, of the rank of General Manager (GM)/ Deputy General 
Manager (DGM) shall be designated as CISO.  

 CISO shall be responsible for articulating and enforcing the policies that bank uses 
to protect the IT assets apart from coordinating the Security related issues 
/implementation within the organization as well as relevant external agencies.  

 The CISO shall have a working relationship with all the IT verticals to develop the 
required rapport to understand the IT infrastructure and operations, to build 
effective Information/Cyber Security across the Bank, in tune with business 
requirements and objectives. 

 Reserve Bank of India has issued detailed circular vide letter no DBS (CO).CSITE/ 
9094/31.01.015/2016-17 dated 23.05.2017 about the Risk Governance Framework 
- Roles of Chief Information Security Officer (CISO). Roles are given as under: 

 CISO will be responsible for bringing to the notice of the Board / IT sub-
committee of the Board about the vulnerabilities and cyber security risk 
the Bank is exposed to. 

 CISO will be responsible for holding the Information security committee 
meeting and discuss the current and emerging cyber threats. 

 
related projects. It can have dotted relation with CTO. 

 CISO should coordinate the activities pertaining to Cyber Security Incident 
Response Team.  

 
performance Indicator (KPIs) and get an independent assessment of the 
same including its coverage at least on a quarterly basis. 

 CISO shall have a robust working relationship with Chief Risk Officer (CRO) 
to enable holistic risk management approach. 

 
people. 

 CISO shall be an invitee to the IT strategy committee and IT steering 
committee. 

 CISO shall not have any direct reporting relationship with the Chief 
Technology Officer (CTO) and shall not be given any business targets. 

 keeping in 
view the current / emerging cyber threat landscape. 

 CISO should Report to the ED overseeing Risk Management Department. 
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CISO Office 

 CISO Office shall be an independent Central Office vertical. It shall be headed by 
CISO. CISO Office focuses on Cyber Security management and monitoring. There 
shall be segregation of the duties of the CISO Office dealing exclusively with 
information systems/Cyber Security and the Department of Information 
Technology, which actually implements the devices, hardware, network and 
applications. 

 The organization of the CISO Office shall commensurate with the nature and size 
of activities of the Bank including a variety of ebanking systems and delivery 
channels of the Bank.  

 The CISO Office shall be adequately resourced in terms of the number of staff, 
level of skills and tools or techniques like risk assessment, Security architecture, 
vulnerability assessment, forensic assessment, etc. 

 
Crisis Classification 

Level  Ramification Effect 
Level 1 Considerable  Conditions in which, the Incident Management Team can 

handle the incident  
 There may be minimal damage and / or business 

interruption 
 Perceptible change/variation in system performance and 

discovery of critical/non-critical vulnerabilities/exploits 
and attacks that can affect normal operation of network 
and IT systems of individual department 

Level 2 Substantial  Incident in which the Incident Management Team (IMT) 
alone is not sufficient to handle the incident and would 
require assistance from external agencies 

 The incident results in partial damage / business 
interruption 

 Perceptible change/variation in network/ system 
performance and abnormal surge in network traffic 
affecting IT infrastructure of multiple departments 
simultaneously 
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Level 3 Serious / 
Grave 

 Significant breakdown of supplies or services essential to 
carry out the mission critical activities due to focused 
cyber-attacks on infrastructure of critical application 
across the entire bank. 

 Conditions in which the organization must activate the 
complete Cyber Crisis management plan 

 

 

 

Crisis Identification Criteria 

Cyber security incidents that have resulted or may result to one or more criteria shall 
be considered a crisis: 
 
SN Parameter Measurement 
1 Revenue Loss More than INR 1 Crore 
2 Data Loss of at least 500 customer data records or confidential bank 

data 
3 Availability 

Impact 
of more than 30 mins for a critical customer-facing 
application 
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Type of Hackers 

Types of 
Hacker 

Definition Motivation includes 

Script 
Kiddies 

A hacker who d
relies on pre-developed scripts and programs to 
perform attacks. 

 Thrill of the Challenge 
 Malicious Intent 
 Financial Gain 

Thrill 
Seeker 

A hacker who breaks into system/network for 
entertainment values (Non malicious intent) 

 Thrill of the Challenge 
 Admiration of the fellow 

hackers 
Inside 
Hacker 

An employee/Consultant that performs security 

organizational knowledge.  
Typically, this type hacker is  
disgruntled / departing employee, contractor or a 
whistle blower  

 Revenge 
 Exposing of Weakness 
 Deception / fraud 

Hacktivist A Socially or politically motivated hacker with the 
intention of fulfilling a social or political agenda 

 Promotion of political or 
social beliefs 

 Websites and social Media 
Defacement 

Cyber 
Terrorist 

A hacker with threatening objectives such as harming 
people or destroying critical systems and 
information. 

 Invoke terror 
 Disruption 
 Cause panic 

Cyber 
Warrior / 
State 
Sponsored 

A hacker that works for specific governments to serve 
their military/ economic objectives via Cyberspace. 
These hackers have limitless time and funding to 
target civilians, corporations, and enemies of the 
state. 

 Promote governmental 
beliefs  

 Damage economies 
 Invoke Terror/ Fear/ Panic 
 Exert Dominance Cause 

chaos  
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Types of attacks:  

 Malware: Virus, Worm, Trojan horse, RAT (Remote Access Trojan), Spyware, Ransom 
ware 

White Hat 
/ Ethical 

Individuals that are hired by a company to break into  
their system / network to discover potential Security  
lapses / weaknesses / vulnerabilities 

 Identify weaknesses / 
vulnerability  

  Assist a company with  
hardening their Security  
 

Black Hat 
/ Criminal 
/ Dark 
Side 

Malicious hackers that exploit Security vulnerabilities 
for personal gain. They may also destroy information 
they find, steal passwords, and steal sensitive data, 
negatively impact operations technology 

 Thrill of the Challenge 
 Malicious Intent 
 Financial Gain 

Grey Hat A Hacker that is a cross between a white hat and 
black hat hacker. This type of hacker will break into 
a system/ network without the owner' s consent/ 
knowledge and will public-ally disclose any Security 
vulnerabilities/ flaws.  
However, they do not take advantage of the flaw for 
their own personal gain.  
Their goal is to help a company improve.  
  

 Identify and disclose 
security vulnerabilities 
publicly. 

 Recognition from peers  

Crackers Hackers that are for profit and hired to engage in 
electronic corporate espionage. They will commonly 
use dumpster diving and social engineering to 
accomplish their objectives 

 Malicious intent 
 Financial Gain 

Spy 
Hackers 

Hackers that are hired by corporations to infiltrate 
their competitors and obtain / steal competitive 
information Intellectual such property and/or trade 
secrets. 

 Malicious intent 
 Financial Gain 

Spammers 
/ Adware 
Spreader 

Individuals that are paid by a company / organization 
to push spam / adware as forms of illegal advertising 
to promote products or promotions 

 Financial Gains 
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 Social Engineering: Spoofing, Identity Spoofing, Phishing (Emails), Spear Phishing, 
Vishing, Smishing, Pharming, Baiting, Pretexting, 

 Vulnerability/Exploit Attacks: Denial of services (DOS) Attacks, Distributed Denial of 
services Attacks (DDoS), Man in the middle Attack (MITM), Man in the browser, 
injection attacks, Cache poisoning, Logic Bomb. 

 Other attacks: Advanced Persistent Threat (APT), Web defacing (Defacement), Brute 
force Attack 
 
 
 
 

Types of Cyber Attack 

 
Attack Types Description of Attack 
Denial of Service 
(DoS) attacks and 
Distributed Denial of 
Service (DDoS) 
attacks 

DOS is an attempt to make a computer resource unavailable 
to its intended users. A distributed denial of service attack 
(DDoS) occurs when multiple compromised computer systems 
flood the communication link (called bandwidth) or resources 
of a targeted system. 

Ransomware / 
Cryptoware 

A type of malicious software designed to block access to a 
computer system until a sum of money is paid 

SPAM attack Spamming is the abuse of electronic messaging systems to 
indiscriminately send unsolicited bulk messages. SPAM mails 
may also contain virus, worm and other types of malicious 
software and are used to infect Information Technology 
systems. 

Spoofing Spoofing is an attack aimed at 'Identity theft'. Spoofing is a 
situation in which one person or program successfully 
masquerades as another by falsifying data and thereby 
gaining an illegitimate advantage.  

Phishing Attack Phishing is an attack aimed at stealing the 'sensitive personal 
data' that can lead to committing online economic frauds. 
Phishers attempt to fraudulently acquire sensitive 
information, such as usernames, passwords and credit card 
details, by masquerading as a trustworthy entity in an 
electronic communication 

Application-level 
attacks 

Exploitation of inherent vulnerabilities in the code of 
application software such as web/mail/databases 

Infrastructure Attacks Attacks such as DOS, DDoS, corruption of software and 
control systems such as Supervisory Control and Data 
Acquisition (SCADA) and Centralized/Distributed Control 
System (DCS), Gateways of ISPs and Data Networks, Infection 
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of Programmable Logic Control (PLC) systems by 
sophisticated malware  

Compound Attacks By combining different attack methods, hackers could launch 
an even more destructive attack, The Compound attacks 
magnify the destructiveness of a physical attack by launching 
coordinated cyber attack 

Router Level attacks Routers are the traffic controllers of the Internet to ensure 
the flow of information (data packets) from source to 
destination. Routing disruption could lead to massive routing 
errors resulting in disruption of Internet communication. 

Attacks on Trusted 
infrastructure 

Trust infrastructure components such as Digital certificates 
and cryptographic keys are used at various levels of cyber 
space ranging from products, applications and networks. 

Cyber Espionage and 
Advanced Persistent 
Threats 

Targeted attack resulting in compromise of computer systems 
through social engineering techniques and specially crafted 
malware. 

Malicious Code 
attacks 
(virus/worm/ 
/Trojans/Botnets) 

Malicious code or malware is software designed to infiltrate 
or damage a computer system without the owner's informed 
consent. Malicious code is hostile, intrusive, or annoying 
software or program code. Commonly known malware are 
virus, worms, Trojans, spyware, adware and Bots. 

Malware affecting 
Mobile devices 

Malicious code and malicious applications (apps) affecting 
operating systems/platforms used for mobile devices such as 
Symbian, Android, iOS, Windows Mobile, Blackberry OS 

Zero Day Attack A zero-day vulnerability refers to a hole in software that is 
unknown to the vendor. This security hole is then exploited 
by hackers before the vendor becomes aware and hurries to 
fix it this exploit is called a zero-day attack. 

Cyber terrorism Cyber terrorism is the act of Internet terrorism in terrorist 
activities, including acts of deliberate, large-scale disruption 
of computer networks, especially of personal 
computers attached to the Internet, by the means of tools 
such as computer viruses. 
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Information Security 
 
The contemporary banking processes involve 24/7 uptime, real time data updation, ATMs 
network, Internet banking, Anytime-Anywhere banking, credit and debit cards, payment 
gateways for e-shopping, etc. Further, IT is also used for efficient processing of internal 
activities and back office operations. 
 

 in 
order to ensure confidentiality, integrity and availability and to minimize business loss. 
It deals with the Information Assets and protection thereof. It also works as a guiding 

secured and controlled. 
 

Policy Owner 

CISO will be the owner of the Union Bank s Information Security Policy document. He 
shall be responsible for updating, enforcing and maintenance of the Union Bank 
Information Security Policy document 
 

Objectives 

Information Security policy provides guidelines to ensure that: 
 Confidentiality, Integrity and Availability of all Information assets are protected 

adequately and maintained uniformly across the Bank. 
 All information is protected from unauthorised physical and logical access 

whether by staff, contractors, visitors or outsiders; 
 Information is protected from fraud, corruption or loss during input, processing, 

transmission and storage; 
 Information and information systems upon which the bank depends are adequately 

protected to allow the continuation of day-to-day operations with least 
breakdowns; 

 The users are aware of and comply with relevant legislation relating to the 
maintenance, protection, retention and withholding of information. 
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 Security related incidents are managed appropriately. 
 Promote continual improvement of Information Security management of Bank. 

 
 

Scope 

Information Technology Security policy cover all information used / generated by the 
bank, which is stored, processed, transmitted, or printed by any computer system or 
network and communication lines, and on any storage, medium including printed output. 
It applies to all the bank employees and all others who directly or indirectly use or 
support the  
 
The scope of the Information Security Policy can be enhanced to cover any other 
organisation, which may be created to fulfil our legal or operational requirements. 
 
Information Security Policy applies to: 

 All departments and functions; 
 All branches and geographical locations including Overseas Branches and UBI-UK 

Subsidiary; 
 All information technology systems used; and 
 Third parties with whom Bank has a long-term relationship for regular operations 

as well as independent service providers engaged to provide infrequent or one-
off services. 

 
Security Policy Framework 

Security Policy Framework is necessary to establish, implement, operate, monitor, 
review, maintain and improve Security and related risks at the bank. 
 
Policies 
Policies shall include commitment from senior management of the organization to meet 
various compliance and regulatory requirements and the objective, goals and principles 
of bank. 
 
Standards 
Standards shall be introduced as applicable based on the information security policies to 
establish the baseline/benchmark for the technical/operational procedures against 
which the compliance could be measured uniformly. 
 
Procedures 
Procedures derived to meet objectives of the policies stated in the Information Security 
Policy, shall describe what to do, who is responsible and how to execute the activity and 
the corresponding work product of each activity. 
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Guidelines, Templates and Checklists 
 Guidelines are suggestions for carrying out the activities stated in the procedures. 
 Forms and Templates shall be used to document the execution of the activity. 

 Checklists are triggers to ensure that the activities in the procedures are 
effectively carried out. 

 
 
 
 

Information Security Committee 

The ISC provide management direct and support for information security initiatives. The 
committee will include the following members: 

 MD & CEO, EDs, CISO, CRO, 
 GM-Chief Financial Officer 
 GM- Chief Compliance Officer 
 CGM- Chief Technology Officer 
 CGM- Chief Operation Officer 

 GM  Digital Banking Department 
 Chief Law Officer 
 CGM  HRMD 
 CGM  Central Audit & Inspection 
 Representatives from other verticals shall be invites as & when Required 

 
CISO shall be the convenor of the ISC. The ISC shall meet at regular intervals once every 
3 months. The MD & CEO or designee shall chair the ISC review meetings, and shall be 
responsible for approving the information security organization structure. 
 

 Mandatory members of the committee are: Chairman - MD & CEO or designated 
ED, CTO & CISO  

 Quorum of the committee is 5 
 
 
Information & Cyber Security Coordination Committee (ICSCC) 

To review Information & Cyber Security related aspects pertaining to RBI/MOF 
advisories, alerts, circulars, VAPT, security assessment observations & IS Audit 
observations. 
 
The Committee will include the following members: 

 CISO shall be Chairman & AGM-CISO Office shall be convener of ICSCC 
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 GM/DGM DIT, GM/DGM  DBD, AGM/CM  IS Audit, DGM/AGM  Operation, 
DGM/AGM  RMD 
 

 Mandatory members are CISO, GM/DGM -DIT 
 Quorum: minimum 3 members; ICSCC meeting shall be conducted on monthly 

basis or as & when required. 

 
 
 
 
CISO Questions 
 

S. No. Question & Answer 
1 Question: - What is CISO? 

 
Answer: - 
responsible for Cyber security in our Bank. 

2 Question: What is Social Engineering? 
 
Answer: -It is a process of unauthorized obtaining confidential information by 
using manipulative methods. Some examples of social engineering are 
Phishing, Vishing, Smishing, Pharming etc. 

3 Question: -What is Phishing e-mail? 
 
Answer: -The e-mail send by unauthorized source but appear as genuine one. 
E-mail send with the objective to obtain unauthorized confidential/ sensitive 
information (by clicking on attached link or asking to fill form for some 
benefits). 

4 Question: - What is Ransomware? 
 
Answer: - A type of malicious software designed to block access to a computer 
system until a sum of money is paid. 

5 Question: -Is Cyber Security policy is applicable to our outside vendors dealing 
with our networking equipment?  

 
Answer: - 
property, data stored on bank equipment, employees, contractors, 
consultants, and third-party users sitting / accessing the premises of Bank, 
users connecting to Bank via any network connection or using Bank 
equipment. 

6 Question: -Which Anti-virus software ou  
 
Answer: - The anti-virus earlier used by our bank was 

 Now we are using McAfee Antivirus. 
7 Question: -What is White Hat hackers? 
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Answer: - Individuals that are hired by a company to break into their 
system/network to discover potential Security lapses/ weaknesses/ 
vulnerabilities. This is for improvement of existing software/system by 
finding out holes in software. 

8 Question: -What is Black Hat hackers? 
 

Answer: - Malicious hackers that exploit Security vulnerabilities for personal 
gain. They may also destroy information they find, steal sensitive data. 

9 Question: - What is Spyware? 
 

Answer: - Malicious software that collects and monitors user information and 
activities on the computer/network without their knowledge that is sent to 
another entity/individual for purposes malicious intents. 

10 What is Zero Day Attack? 
 

Answer: - A zero day refers to a loop-hole / defect in software that is unknown 
to the vendor. This security lapse is then exploited by hackers before the 
vendor becomes aware and hurries to fix it/rectify it  this exploit is called 
a zero-day attack. 

11 Do you know about My Cyber Hygiene? 
 

Answer: - -assessment of 
Cyber s
employee a way of best practices of cyber security through reading materials. 

12 What is meant by non-repudiation? 
 
Ans) Non-repudiation is the assurance that someone cannot deny something. 
That is the ability to ensure that a party to a contract or a communication 
cannot deny the authenticity of their signature on a document or the sending 
a message that they originated. 

13 Question: What is CSOC & what is their responsibility? 
 

Answer: - CSOC stands for Cyber Security Operation Centre. The centre 
monitors the logs, database activities, analyse the Network, Identify and 
classify Cyber-attack scenarios, Inform the Cyber Crisis Management team in 
case of crisis to take appropriate action for the Cyber-attacks. 

14 Question: What is Smishing? 
 

Answer: - Process through which the fraudster tries to get confidential 
information by text message. They send message which appear as genuine 
one and try to get confidential information by SMS. 

15 Question: What is Cyber terrorism? 
 

Answer: - Cyber terrorism is the act of Internet terrorism indulging in terrorist 
activities, including acts of deliberate, large-scale disruption of computer 
networks, especially of personal computers attached to the Internet, by the 
means of tools such as computer viruses. 

16 What is Cyber stalking? 
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Ans. Cyber stalking is a crime in which the attacker harasses a victim using 
electronic communication, such as e-mail, instant messaging (IM), messages 
posted on a website or a discussion group. 

17 What is cyber bullying? 
 
Ans. Cyber bullying includes sending, posting or sharing negative, harmful, 
false content about someone else. The intention is to cause embarrassment 
or humiliation. 

18 Can we initiate a financial transaction based on a customer e-mail? And justify 
your answer. 
 
Ans. No. hackers may also use phishing emails impersonating the bank 
customer by spoofing their display name /email address   /email domain may 
send request for initiating financial transactions for remittance/receiving of 
funds and defraud the bank officials. 

19 What is jailbreaking/rooting? 
 
Answer: Jailbreaking or rooting is the process that gives privileges to modify 
the software code or install software to the user that the manufacturer 

llow, which leaves the mobile device more vulnerable to malware 
and other threats. 

20 What is Tailgating? 
 
Answer:  Going behind an authorised person in to a secured area is called 
Tailgating. 

21  What do you understand by the term Script Kiddies? 
 
Answe -
developed scripts and programs to perform attacks are called Script Kiddies. 

22 Under classification of data, which information is called Public? 
 
Ans) Non-sensitive information available for external release 

23 Who is an Inside Hacker? 
 
Answer: An employee/Consultant that performs security exploits within their 

Typically, this 
type of hacker is disgruntled / departing employee, contractor or a whistle 
blower is known as Inside Hacker. 
 

24 What is Whaling in Cyber Security? 
 
Answer: Phishing technique targeting posts like CEO, CFO, COO is called 
Whaling. 

25 In Information Security, CIA Triad refers to? 
 
Ans) CIA Triad called Confidentialy, Integrity and Availability of Information 
systems  across the Bank. 

26 Can employees install their personally owned software on Bank equipment? 
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Ans) No, Only licensed and authorized by the bank should be used. 
27 What is Access Control? 

 
Ans.  To ensure that the right information is available to the right people at 
the right time which control is used in information systems? 

28 What is Incident Management? 
 
Ans. Reporting of all security breaches or attempts to breach and all 
discovered security weaknesses in information systems and processing 
facilities. 

29 What is Firewall? 
 
Ans:  Firewal can be hardware or software and it controls access of External 

 
30 What is meant by Freeware? 

 
Ans) Freeware is the Software that is either downloaded or obtained free of 
cost and it does not require any license. 
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Social Media 
 
Created to offer practical guidance for responsible & constructive communications via 
social media channels. Maintain standards by staff while using social media and action 
in respect of breach. 
 

Objective 

 Defining social media policy in alignment with communication policy. 
 Undertake social media audit to identify target, influencers, opinion makers & 

key stakeholders of Union Bank on social media. 
 Create strategy for integrating social channels as well as promoting conversations, 

participation, partnership & contributions from target audiences. 
 Build the brand amongst target audience via digital channels & social media 

platforms. 
 Create content Strategies, including editorial calendar, strategize and support 

events, launches & offers. 
 Manage online brand reputation through customer response & crisis 

communication. 
 

Union Connect 

 Union Connect is a dedicated team of tech savvy officers to administer social 
media pages on 24*7*365 basis. 

 Strategizing and executing the Social Media Initiative. 
 Listening and participating in customers conversation. 
 Reporting and Sharing of Social Media Information. 
 Union Connect Team will respond to comments and actionable updates within 12 

hours. 
 

Social media Channels 

Facebook 
For creating awareness around information published by the bank & interacting with 
customer via visually rich & engaging content. 
 
Twitter 
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For operating as a real time channel for broadcasting offers, new developments & 
initiatives & for engaging influencers as well as responding to customer care queries. 
 
YouTube 
Creating interesting brand videos with focus on new products, offers, campaign stories 
to engage the audience and educate them. Also promoting YouTube uploads on other 
social media channels. 
 
Instagram 
To create brand image among our young and other Instagram audience by promoting 
eye-catching and informative creatives and short videos. 
 
LinkedIn 
To build a strong presence in banking industry and boost our reach by posting contents 

 
 

Official Handles 

 Facebook  Like us on facebook.com/UnionBankOfIndia 
 Twitter  Follows us on twitter.com/UnionBankTweets 
 YouTube  Subscribe on youtube.com/unionbankofindiautube 
 Instagram  Follows us on instagram.com/UnionBankInsta 
 LinkedIn - Follows us on linkedin.com/company/unionbankofindia 

 

Responsibility of Employee 

 Never disclose any commercially sensitive, anti-competitive, private or 
confidential information about the bank or its employees, customers or business 
partners. 

 When appropriate, Users (Employees as a user of Social Media) should disclose 
their relationship with the Bank in their online posts and refrain from speaking on 
behalf of the bank when not authorized. 

 If someone from media or press contacts the employee about his/her social 
networking activities that relate to the Bank, he/she shall take necessary 
permission from the appropriate authority before responding. 

 

 such 
disclaimer, the user is personally responsible for what is posted online and should 
bear in mind that the said post will be available publicly for a long time. 

 Keep in mind that most online social platforms are like public marketplaces, 
ere is available for all to see. 

 Do not disclose information about colleagues or other persons, misuse their 
personal data or publish their photos without their permission. Public sites are 
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not appropriate forums for internal communication with colleagues and other 
persons. 

 Do not use official email id for registration in any social media chat platform or 
any private website. 

 

Steps to Protect Yourself 

 Do not accept friend requests from strangers on social networking sites. 
 Do not trust online users unless you know and can trust them in real life. 
 Transferring funds based on emails, WhatsApp messages or Facebook requests or 

any other media other than the regular banking channels is prohibited. 
 Do not use bank name or logo, displaying locations, etc. mostly seen are targeted 
 Don't add yourself in any groups or do not share your comments in groups. 
 Do not share your personal information such as address, phone number, date of 

birth etc. on social media. Identity thieves can easily access and use this 
information. 

 Do not share your sensitive personal photographs and videos on social media. 
 Share your photos and videos only with your trusted friends by selecting right 

privacy settings on social media. 

 
Social Media Questions 
 

S.No. Question & Answer 
1 In Social Media channels where is our Bank is having official presence? 

 
Ans. Facebook, Twitter, Youtube, Instagram, Linkedin. 

2  
 
Ans. Union Connect 

3 Response time to respond to comments and actionable updates by Union 
 

 
Ans. 12 hours. 

4 What is meant by Digital Marketing? 
 
Ans. Engaging in various tie-

 and SMS to increase 
our digital transactions, Card usage & digital penetration. 
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Important Abbreviation 
 

S. No. Short Form Full Form  
1  HTTP Hypertext Transfer Protocol 
2  HTTPS Hypertext Transfer Protocol Secure 
3  VSAT  Very small aperture terminal 
4  VBV Verified by Visa 
5  CVV  Card Verification Value 
6  SSL  Secure Sockets Layer 
7 PIN Personal Identification Number 
8  EMV Europay, MasterCard and Visa 
9  RFID Radio-frequency identification 
10 NFC Near-field communication 
11 USB Universal Serial Bus 
12 VPA Virtual Private Address 
13 UPI Unified Payment Interface 
14 BHIM Bharat Interface for Money 
15 NPCI National Payments Corporation of India 
16 USSD Unstructured Supplementary Service Data 
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*All the Best for the Exam* 
 

 

 

 

 

 

 

Disclaimer: Best efforts have been put to provide the accurate and updated information. However, the 
users are requested to refer relevant circulars and policies of our Bank for further clarity 

 


